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Red Hat SSO XJiZFA#

Yeastar P %%/ = PBX St #5¥1#% Red Hat SSO, #71F Red Hat BREREK S EIETRE 5 F
Linkus &2 E imA0 Y T o

EAEXR

Red Hat SSO WHEIRE: 7.6 AF S
Yeastar PBX

- Eff: 84.21.0.16 9 HEBRA
- ITERRSS : A ERTEE

== IhEE
Yeastar P 2%l PBX 5 Red Hat SSO FYERL BT SR I LU R IHAEE:
BoER (SS0)

AP e@T H Red Hat Ik & F Linkus EEIWAMMNRAE, LEICIZEZNKSZ
B, BFIAREREE,
BRRY

3% Red Hat SSO B B [AREL £ Yeastar PBX. BF G, BERFEEAET
B, BEMEHNZEPBX, MMMEHKBEREE, HIEERE,

BEheIE SN

PBX Bnh AR B Red Hat SSO AP BIZEFH DB, EEBIEE DHER
PBX ER%—IBEIh8E,

ERRECENEE

Yeastar P &%= PBX 32455 Red Hat SSO &k, LIEBRE R, ZE&EMIBET OpenlD Con-
nect (OIDC) B IHIRINGER B, FHiEid SAML 2.0 MR ERER, MNMERSE
KMZ2HNESEN, H AP RHEITERNR PR,

*TIWEMNEENREE, BSILLUTHRA:
RS
EMER, E1F Red Hat SSO 1 PBX FeA LA RIS E :

1. 7 Red Hat in 8l &R HIRENE L,
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QIS HEEERR, UEFREERF S, H9 SSO B2
B,
- ANEEHA Red Hat FIEE R Linkus B IHBIEFo
- 8ll72 OpenlID Connect(OIDC) & s, AT Red Hat HF £ [IE
& = Yeastar PBXo
- JREX Red Hat SSO 1=V T HE,
2. 7£ PBX IS N\ Red Hat SSO 7o#dE, HmtBxE,
3. 7£ Red Hat i €72 SAML & Fim, 3 Red Hat A Yeastar PBX Zi8]HJ
SSO &E#.

BEEZER, 52N X1 Yeastar P &%= PBX #1 Red Hat SSO.

EmEhicE

SERERGE, IMBEEE PBX L#H—FEE, LAF RedHat BRERER, H
{58 PBX B4t —IB{SI0RE,

BZEE, 1550 M Red Hat SSO B4 A %Il Yeastar P 2%/ = PBX #1 %A
F 181 Red Hat SSO &% Linkus UC B i,

EMEE

- 2 /M Red Hat SSO £7¥,

- #iFF Red Hat SSO &Y,




1% & Red Hat SSO &5

XJ#% Yeastar P &%= PBX #1 Red Hat SSO

KA BUAIRT3E Yeastar P &%= PBX #1 Red Hat SSO.

Note:
3L Keycloak 20.0.5 7913, /T2RIAISKINXTHE Yeastar PBX. Red Hat SSO BYEC
ERFEAIEBMAE, EMENEESRE—.

EAEXR

Red Hat SSO WFERRA: 7.6 sy
Yeastar PBX

- Eff: 84.21.0.16 9 HEBRA
- ITERRSS : A ERTEE

S$IB—_ 7 Red Hat SSO 6B ZRHIREVEIE

7T Red Hat SSO 8B NEM R IRHIREVBXEIE, FATFHENHAIOIE Yeastar PBX 5 Red Hat
SSO Zi8lBYEE L.

REETE Red Hat SSO H1T LA T 21E:

1. IS HACERH, UEFEERFS%, HA SSO BEEBMINEZHF.

2. AINFEEF A Red Hat EUFER Linkus B IRBIAEF

3. Bl OpenlID Connect(OIDC) & Fif, AT¥ Red Hat SSO AAF £ A[EX = Yeastar
PBXo

4. 3REY Red Hat SSO R HMITEIE, UBEEELLF A Yeastar PBX.

1. SIS HECERHA

1. [FHEBIERKSEF Red Hat SSO BIEITHIA,
2. B,
a. =i/ AR master, 55 Create Realm,
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master

Create Realm

3

Realm roles

Users

b. 7£ Realm name =, 15— 1"&FR, AfG= i Create,

Realm name * YeastarTest

Enabled o On

AR Boh iR EFeZNE,
3. ECEEEA, ATFE2MmE,
a. TMISM=, =& Realm settings.
b. 7t Keys 7% T, =i Providers.
c. mis Add provider, %#% rsa-generated 22!, LI4ERZHEE
BRI

Realm settings > Keys

YeastarTest @ Enabled Action ¥
Realm settings are settings that control the options for users, applications, roles, and groups in the current realm.  Learn more [
General  Login  Email = Themes = Keys | Events Localization =~ Security defenses = Sessions = Tokens = Clientpolic >
Keys list Providers
Search Q Add provider ¥
Name p aes-generated Provider description

ecdsa-generated
hmac-generated
java-keystore

rsa

rsa-enc
rsa-enc-generated

rsa-generated

| Note:
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Yeastar PBX % #F 5 ‘MNP, TTEIETIIPBIEEIT 5
NS, BEESNE Yeastar PBX,

\J

2. FNAF

1. EEMSA=, =i Userss
2. 7f User list 1% T, s i Create new user,

Users

Users are the users in the current realm. Learn more [£

User list Permissions

L+

No users found

Change your search criteria or add a user

B IBERAFER.

Important:
T AP BIEBFEHIIERE Red Hat SSO FRIRBI R S 17 BIME—4R
IR, BHRREERE R HE.
- NREEARNER Email FEEEAN SSO BYME—ATIR, F
Email =155 A~ BYBBFE L,

Users > Create user
Create user @ Enabled  Action
eeeeeeee Le

mail leo@sample.com

emoilverified © () Off

- SNREFR BE X BIERFEFER TN SSO BYME—TRIR, 7ANI14E
NEEFHIRERMEE,

Users > User details

Leo @ cenebled Action
Details | Attributes | Credentials = Role mapping ps = Consents | Identity providerlinks | Sessions

Key Val
EmailAddress leo@sample.com (-]

© Add an attribute

4. |5 Save,



Red Hat SSO X##&3F-#ft | 2 - i€ & Red Hat SSO 5% | 6

3. flZ OpenlID Connect(OIDC) EFix

1. EAEMSAE, =i Clients,
2. B OIDC B i%,
a. 7 Clients list & ~, =i Create client,

Clients

Clients are applications and services that can request authentication of a user. Learn more [

Clients list Initial access token

Q, Search for client 2> Create client Import client

b. IREZ i, AJGR Save.

o General Settings Client type @ OpenlID Connect -
ClientID * ® yeastar-test
Name @

Description @

Always display in 0 Off

console @

1 General Settings Client authentication & o on
© capabilty config Authorization @ a» o
Authentication flow Standard flow ® Direct access grants @
[ Implicit flow @ Service accounts roles @

[] OAuth 2.0 Device Authorization Grant @

[[] oIDC CIBA Grant @

Client type 1%£#% OpenlID Connect,
Client ID HE—PRIR, FEERIRGILTE A ik,
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Client authentication  Z IR,

Authentication flow /3% Service accounts
roles, LIAVFZE F IRIRERIAIE) @ hE

3. BEEHIEREFIHEIE,
- Client ID: 7f Settings TI& T, &l client D,

yeastar—‘test OpenlD Connect

Clients are applications and services that can request authentication of a user.
Settings Keys Credentials Roles Client scopes Service accounts roles Sessions Adh
General Settings

ClientlD = ® yeastar-test

- Client Secret: 7 Credentials T1&< T, &l client secret,

yeastar-test  OpenlD Connect @ cnabed @

Clients are applications and services that can request authentication of a user.

Settings Keys Credentials Roles Client scopes Service accounts roles Sessions Advanced

Client Authenticator ClientId and Secret v
€]

Save

Clientsecret [T SENNNN—— o | Regenerate

4. ARSI S D ECRR,
a. 7 Service accounts roles T1& T, i Assign roles

yeastar-test OpenlD Connect @ cnabled @ Action ~

Clients are applications and services that can request authentication of a user.
Settings ~ Keys = Credentials =~ Roles = Clientscopes = Service accountsroles ~ Sessions ~ Advanced
© To manage detail and group mappings, click on the username service-account-yeastar-test

Q Search by name > Hide inherited roles Unassign [

[ Name Inherited Description

[[] default-roles-yeastartest False $frole_default-roles}

b. A LA, MTHI5IFRAFIELZ Filter by clients,
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Assign roles to yeastar-test account x
Y Filter tr)Ly clients| Q Search by role name > 1-10 ~ >
L
Filter by realm roles o
Description
[[]  account delete-account ${role_delete-account}
[[J  account manage-account ${role_manage-account}
[[]  account manage-account-links ${role_manage-account-links}
[} account manage-consent ${role_manage-consent}
[[]  realm-management manage-realm ${role_manage-realm}
[[]  reaim-management query-groups ${role_query-groups}
[}  broker read-token ${role_read-token}
[} account view-applications ${role_view-applications}
[ account view-consent ${role_view-consent}
Assign Cancel

c. BEFHDELL AR,

*q
Assign roles to yeastar-test account x u
Y Filterby clients + Q Search by role name > 1-10 « > e
[ Name Description
[} account delete-account ${role_delete-account}
r
[[] account manage-account ${role_manage-account}
! ) [0}
[[]  account manage-account-links ${role_manage-account-links}
[[] account manage-consent ${role_manage-consent} u
realm-management manage-realm ${role_manage-realm} D
realm-management  query-groups $frole_query-groups} S
[] broker read-token ${role_read-token} . q
[} account  view-applications ${role_view-applications} u
[] account view-consent $frole_view-consent} e

Cancel

>

I3

4l
[}

'
@ c

3

w T € O
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d. = Assign.
4, M Red Hat SSO FXEYTT#kiE
1. FEMSHEE, =i Realm settings.

2 RNE|TUEIKES, s SAML 2.0 Identity Provider Metadata.

Endpoints (@ OpenlD Endpoint Configuration £
SAML 2.0 Identity Provider Metadata [

3. @B LU ME—A TR R
« MY 50 SS I EA= 5 Bl ST 48 URL
- R To8dE XML S RTF 2 s ith FE A

LB, 7 Yeastar PBX LS N\ Red Hat SSO jt#iEH #1TECE

1. 3## N\ Red Hat SSO WEC & R,
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Oz amnz * o  EDATARR
i
L= | DED AT LR
CRVSER: Google SSO
RPBIEFTIRIBRERS T PBX, HRISEH. SHALUET Google Workspace HF 8 s 8 3 (SSO)
HelpdeskEnt LinkusZ F e
PMSEER
EaRs Red Hat SSO
RPBIEFTIRIBRERS T PBX, FHRISEHM. SHATLGET Red Hat I # R ER (SSO) Linkus B
AMI o

a. BF PBXWM, #HAN MBME> thERDLAFEERK.
b. 7 Red Hat SSO Afll, =7 M.
2. B o EIE XML XS o HE URL S NEEE,

BETHIEHFAN

% TR

IBEE—xmIB SR T 5, BEXFRNFEZAMB,
* XA

red-hat.xml e = gL

® EREETH

® gmesﬂo

<o) B

a. 7T fRIFES A Red Hat B2 & 1=, 1%E£4F MTTEIBEXHS N
b. =& Ao
C. /'f_\__'\a-:l au%: ﬁ% . xni Yﬁ:o

Note:
XHER/NAIFHBE AMB,
d =i Ef%

PBX R BohET XS, FRRBTIIERERIIEN TR,

B TTEIE URL FA
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W, RES A RedHat BieE v

REAN MITHHEXHFFN ® MITEHEURLSN

https:// /realms/YeastarTe ETE=IN

a. 7 tRIES N Red Hat B2 & 1=, 17%£3F MITEIEURLEA
b. 7£ URL 1=, EETHIE URL.

c. =it FNo
PBX 1 Enpf#t URL FRBVTTEE, FR BT RN 7
o
3 1EE@A =, BEFHF MU TEE,
]
https:#/ /realms/YeastarTest https:// /realms/YeastarTest/protocol/saml
RSA-SHA256 Redirect

#*

SAML 2.0

HHBSAMLIER

SRMENISAMLETE
SR MEE LA ID Red Hat SSO
M —RIRTF. ZEMEANNTTEEF B HER,
gaER URL Red Hat SSO frs5a9ihik, PBX &Eizitiiib&ix SAML
INEBR. ZENSABTTEIEF Bohf#iT iR
BEREEAR WEEATER SAML 5 RMBEE X,
SAML #4575 4% PBX 5 Red Hat SSO =5 SAML
H B AR PR A RVEEE 1M
Baifv%# Redirect, 4 Red Hat f|§%& 3 Linkus
EFIHET, PBX =K SAML J5 2#17 Base64 zioA] URL
Ywh3, FER URL 245 %4% Red Hat SSO,
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BN 1% & Yeastar PBX 71 Red Hat SSO F F3iEAIZA A Yo

B SAML 155Kk REEEX SAML IESR#HITES,

S INZR SAML i = WERGINE SAML i =,

4. 11 BHEREER =, IBEATIRG Red Hat BR B R EREMHEM,
- NRFEAANER Email FERIFNBERERIME—IRIR, 75 SAML_SUBJECT,
FHatR Red Hat B BEECE BBFEHIL,
v EiEEE Username * Leo
Email leo@sample.com

SAML_SUBJECT

Email verified & O off

- NRGHAEBTEXMBEBMEIENERERNE—IMR, EF BEX, HHERHE
PBXIEEREMZFF5S Red Hat SSO AR BMZT—2,

e I

Key

EmailAddress

5.89N%: HFIEBER A, BRERMILEEIER,

v IEBER
FERTR FTREE T EARLiE BIE
CN=YeastarTest SHA256-RSA 2035/10/16 13:12:36 E[

Note:
- B TTHIESANIE BB LEHEREYIRF,
- NRIRFo EFIED, WERIEDHEUTEK:
}&IV: .pem .crt. .cer I.cert
o XKV BT 4MB
- REXZFFS MEH. PBX 2EYIRINFEAERAIIED, Hei— M AIA
BN SR T —

6. £ RZFREM 1=, VR PIEE Red Hat KPR 2R B RAVHIL,
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v BIFER

https://docs.example.yeastarcloud.com/login B x

7.®IE: £ ARPRES 1=, A5l OIDC F R umAY 1D A1EH,

v AFREE

yeastartest s e

8. M R1F
o fEEMEOS, aif RSIBEBTHIEXY TEXE, ZXHBEREEE Red
Hat SAML & imBSE A,

RS 1REEIFE X

B THERSREBTTHESF, HEEH TENXEER, 2| Red Hat RAXEER
F o

& HE%E&& ToEREE

v e

S$IE=. 7f Red Hat SSO & SAML B i

1. EEMSALE, = Clients,
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2. 7E Clients list T1& T, =i Import client.

Clients

Clients are applications and services that can request authentication of a user.

Clients list Initial access token

Q, Search for client - Create client Import client

3. 7 Resource file ¥, =7 Browse, &M PBX TEMTEIESC 1,

Import client

Clients are applications and services that can request authentication of a user.

Resource file Drag a file here or browse to upload

1 <EntityDescriptor xmlns="
2 <SPssoDescriptor xmlns=
3 <KeyDescriptor use="¢
4 <KeyInfo xmlns="htt
5 <X509Data xmlns="
6 <Xs5@9certificat
7 </X589Data>

Upload a JSON or XML file

4. 55 Save, TTEE N
5 BeE SAML BRI EF B4,

a. £ Client scopes D1 T, X HIE F im3E BRI R ST

https://docs.testyeastarcloud.com/api/v1.0/saml/metadata savL

Clients are applications and services that can request authentication of a user.

Settings Keys Credentials Roles Client scopes Sessions Advanced

Setup Evaluate

Y Name v Q Search by name > Add client scope Changetypeto ¥

D Assigned client scope Assigned type
D https://docstestyeastarcloud.com/api/vl.0/saml/metadata-dedicated none -
[] role_ist Default v

b. 7 Mappers TI& T, mEEOARNBRREE D B E X IHFEE!

Description

Learn more [

Browse... Clear

Dedicated scope and mappers for this client

SAML role list

%o

-

o Enabled @  Action



Red Hat SSO 33144 | 2 - 188 Red Hat SSO £k | 15

Mappers Scope

Q Search for mapper > Add mapper ~ 1-2 ~

Name Category Type Priority
username AttributeStatement Mapper User Attribute 0
email AttributeStatement Mapper User Attribute o]

c. 7T User Attribute =, IEERHF B4,

User Attribute
2e7c0209-dbe0-4eeb-b44d-1767d68e83fa

Mapper type User Attribute
Name * @ email

User Attribute 3 email

Friendly Name ® email

SAML Attribute Name email

6]

d. ;i Save,

HITE
SRS B BiFEEE, R~ PBX BEAIhYTHE Red Hat SSO.

@ VYeastarTest £/

e= %13

o EiEE

54481
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M Red Hat SSO [@2F BB &l Yeastar P &%= PBX

4% Yeastar P 2%l = PBX #1 Red Hat SSO f&, fFEZE[EH Red Hat SSO B &l Yeastar
PBX, FHAXLRAA DB, FERILUEN Red Hat EIFERONFAE A PBX L% —&@

(S

TR

Fiazel, FHIBRLUTER, THRFNRTHRENFLEE.

ARPHARHE
B] M Red Hat SSO BB P #ZEURTF PBX A4 6 BN =,
aENRTEE
Yeastar PBX 3% EE N Red Hat SSO BRMIESEE, ¥ &,
F%EE 488 RE
B A B RAMIBIFTE B [E1%Fa Red Hat SSO
FHRETGAN, BEry o 2 YeastarPBX
% 0 P IR B
B EEARSTH  EHISEARRTANEN,  MWEEARSTES Red
BIRF ZHBRETHAN, BFH g;f&’%F@Y%“”
BS AP ARHAES M. o
FSEEARNAR RS ST AR, W7 4ArE) Red Hat
RERRETRNAN, aEy oo FIFE Yeastar PBX
% 0 A IR SRS
B e B FohRHm. {14 #=7 Red Hat SSO

REEFoINRP AR D ED

Mo

Note:

BAR, BERERFF
TZHl, BELIED
o

A~ % Yeastar PBX

E4FhB Red Hat SSO FHF & Yeastar PBX

1. #NBRRATEE R .
HN B > hED LTSRN,
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b. RohE ARPEF 1=,
2. 7 AP APER TuyRF, EERERAP,

® RAFRREE

FrERF
3. 1 ENH D ECHN L B shEPTE Red Hat SSO FAFH PBX 73#Lo

EainEe 1000

iR x

e E SIS,

a. £ BRSNS ThHIERS, EEDVD N,

pritl] iR
Epvipa) MHRESBABDEDNS,
MRFEFIT, (REEE RIRANES i ERASHE,
REGEERME RIERFBIERED RIS,
MBEFUT, REEE RIERR higEE M.

b. £ BRKF AT RS, BRI M THZIRD, % Red Hat SSO BYA
FIKFIRES. PBX 2L MIEEIRSH Red Hat SSO R FREIFZER, HMlERS
ZHER Do

c. 7T BT ERFE—H B NMAP, LI, RTETE Red Hat SSO BFRS5MAERD
MEBHEEEFER, E&RKAA M Red Hat SSO [B25 2 PBX,
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. E’ULJHZIﬁ, HEMEHFER Red Hat SSO AR B#EF 2| PBX HS5ME
7H-LgBA—Eo

SHBIAFE B4 Red Hat SSO AR HIE 87
EXRAEII, BEMHEBERFER Red Hat SSO FHF' TE%BZITDF PBX,
A PBX ARG A ITHIFEE S,
4 NRIMEE RS B EI4AEIH Y Red Hat SSO BB &3 Linkus YGIMHERE, 4k HHlelE
&, BrhREIRIDHpE,
5. 7f FRICE &=, EEHMNEERSWEFEEXNNNF K.

FRIOR

PBXFE Red Hat FE
BFID
BF firstName
<339 lastName
P emal
FHSH mobilePhone
R jobTitle

6. M R1F
PBX L ZIHITEXRAFRRES . BFRME, SSIuF:
BAEREERET SR,

@ AFRE

EmEY 21 AR E PBX #9534

- B8 Red Hat SSO FIFR R 3 PBX HLBE T W] (12 S4F0hLE > ).
e EE WARR, TEM PBX B,

SR / L

B LinkusfR5538 3 sheeseisin Q

FERE KE HSH f <] RAFfat HpFEs AL 1R Y
B © =7 1001 P) PhilipH..  Administrator ;mph‘"‘p@samme‘ Z
Z
© =H 1002 T) TerellS..  Administrator & eTel@sample
com
2
® =7 1003 DaveHa.. Administrator :ﬂdave@samp'“
. Z &
B © =A 1004 N) Naomi..  Administrator & naomi@sample.
com
Z W
@ =F 1005 A Ashley G.. Administrator @ ashley@sample
com
Z W

& carmen@sampl
e.com

® =R 1006 Carmen Administrator
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Note:
DI Y. BF. BpFEthit. FANSH LUK BRI XM Red Hat SSO
[FFIREL, XLEA5 B REETE Red Hat SSO InfEe, TEEMEER B
[ = PBXo

MIEELHLEO B T[EH Red Hat SSO FBF 2l Yeastar PBX

1. EANBRPREYEE R,
a. R PBX WM, #HA RAME> hEDLFEEN.
b. REhE AREE 1=,

2 IRBEREMNFENBRE AT A,

FEEEAEATTARYEF support X

a. 7= M APER TIFIxRF, %iF EEAABTHRNAR,
b. 7£ LRLREIT THIFIERF, EE— IS PHRETT
3. IREN WD ECHINI L B shEE%E Red Hat SSO AR # PBX 73 #Lo
a. NFHE MRS EREP R Red Hat SSO AR HEN DM, Ak BehilFFFER
SHISH

Note:
SAFPRTZEREAERERN, IREAHBEIRE BRI BERND
o

b. £ BRSNS ThFIERS, @EEDVDEMN.

I 8
SEuba M ESIIFBHES S,
MRS, (RREE BEANS FohissRnss,
REEE B RIEAF BENEDEI TS,
IR, (FREE BERR gL,

c. £ AR ALTIRZEE, BRI TH7IRF, % Red Hat SSO BYA
FIKFIRES. PBX 2L MIETEIRSH Red Hat SSO BRHFREIFZER, HMlERS
ZHER Do
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d. £ BB EMRFE—HMNAMAMAP X, RETE Red Hat SSO BRSIMAERD
MEBHEFEBFER, KA F M Red Hat SSO FIZF 2 PBX.
- B, AEMEFBIFER Red Hat SSO BAR#&[EIL 2 PBX H5IA
DIGEE o
DHBIAFEE S Red Hat SSO BRHIE RE S,
- BRI, AEHEFBIFER Red Hat SSO BRA&=#%EL I PBX, B
7 PBX RGE R A YFHBFEE S
4. NRIFEEZF B rh2a[RP B Red Hat SSO AR &% Linkus YDA, 215t 341812
5, BEh&EIRDEBHF,
5 7f FRILE 1=, EEHMRNFERT AR EENNAFE.

FERIE

PBXFER Red HatF £
BFID
BF firstN:
HE lastham
BEFEtHE email
FHSH mobilePhone
et jobTitle
6. =T R1Fo

PBX XZHITE XA RS, BFxma, KIWT:
EFERETRSER,

® BAFEY
- $ETEALA BB TTHY Red Hat SSO A #B[E145 B PBX HE5E T 9, (12 HHfsh
4> D). XEeoHE ARID, TEM PBX Bk,
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SR / S

B LinkusR£538 [ER

HEERS K& SIS hi3] AFft B FEHHE B Y
hilli I
B © =H 1001 B) PhilipH..  Administrator & PRiP@sample Z &
com
2
g terrell I
© =X 1002 T) TerellS..  Administrator > eTeH@sample
com
Z
d le.
® =i 1003 DaveHa. Administrator & dave@sample.c
om
. Z &
P le.
B © =A 1004 N) Naomi..  Administrator & naomi@sample
com
VA |
P hi |
® =R 1005 A Ashley G.. Administrator @ ashley@sample
com
VA
I |
@ =A 1006 Carmen Administrator & carmen@samp

e.com

Note:
DI MR, BF. BpFEtat. FHNSH LUK BRI M Red Hat SSO
A RE, XS B REETE Red Hat SSO ihf&eN, TEENEERER
@25 = PBXo

MIFEAFESL Red Hat SSO FBF F| Yeastar PBX

1. #NBRRDEE R .
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