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Azure Active Directory Integration Guide

Azure Active Directory (Azure AD) is a cloud-based identity and access management ser-
vice. By integrating Yeastar P-Series PBX System with Azure Active Directory, you can syn-
chronize the Azure AD users and groups to PBX, and allow the synced Azure AD users to se-
curely log in to Linkus UC Clients with Single Sign-on (SSO) by their Microsoft accounts.

Requirements

« Azure Active Directory Edition: Free, Office 365 apps, Premium P1, or Premium P2
* PBX Server:

o Firmware: Version 37.8.0.25 or later

Important:
Outlook contacts synchronization and Teams user presence synchro-
nization are only available for version 37.10.0.30 or later.

o Plan: Enterprise Plan (EP) or Ultimate Plan (UP)

Key features

The integration of Yeastar P-Series PBX System and Azure Active Directory provides the fol-
lowing key features:

User and group synchronization

The integration provides one-way synchronization, mapping your Azure AD
users and groups to PBX's directory. Changes made on the synced users and
groups within the Azure Active Directory will be automatically updated to PBX,
thus implementing automated administration.

Auto extension assignment for Azure AD users

PBX automatically creates and assigns extensions for the synced Azure AD
users, via which the users can utilize the unified communications features of
the PBX.

Single Sign-on (SSO)

PBX supports a secure Single Sign-on (SSO) feature, allowing the synced
Azure AD users to securely log in to Linkus Web Client and Mobile Client by
their Microsoft accounts.
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Outlook contacts synchronization

One-way Synchronization of Outlook contacts to PBX and Linkus clients, in-
cluding personal Outlook contacts and shared contacts from Outlook shared
mailboxes.

Teams user presence synchronization

Automatically synchronize Azure AD users' Teams user presence to their PBX
extension presence.

Objectives

This integration guide provides detailed instructions on how to configure and manage Azure
Active Directory integration.

Set up Azure Active Directory integration

« Integrate Yeastar P-Series PBX System with Azure Active Directory

« Synchronize Azure AD Users to Yeastar P-Series PBX System

* Synchronize Azure AD Groups to Yeastar P-Series PBX System

« Synchronize Microsoft Outlook Contacts to Yeastar P-Series PBX Sys-
tem

« Enable Microsoft Teams User Presence Synchronization

« Allow Users to Log in to Linkus UC Clients with SSO

Manage Azure Active Directory integration

« Schedule Automatic Directory Synchronization

« Manually Perform a Directory Synchronization

« Update Client Secret for Azure Active Directory Integration
« Pause Azure Active Directory Synchronization

* Disable Azure Active Directory Integration

* Disconnect Azure Active Directory Integration




Set up Azure Active Directory Integration

Integrate Yeastar P-Series PBX System with Azure
Active Directory

This topic describes how to integrate Yeastar P-Series PBX System with Azure Active Direc-
tory (Azure AD).

Requirements

« Azure Active Directory Edition: Free, Office 365 apps, Premium P1, or Premium P2
* PBX Server:
o Firmware: Version 37.8.0.25 or later

o Plan: Enterprise Plan (EP) or Ultimate Plan (UP)

Prerequisites

Before you begin, make sure the followings are ready:

* Your organization already has an Azure Active Directory tenant.

« Use a Microsoft Azure account with Global Administrator privilege to implement the
integration.

* You have configured network for remote access by a Yeastar FQDN

Procedure

« Step1. Obtain redirect URIs from PBX

« Step2. Register an application in Azure AD tenant

» Step3. (Optional) Add SSO redirect URI to the Azure AD application
« Step4. Grant permissions to the Azure AD application

- Step5. Generate a client secret for the Azure AD application

« Step6. Connect PBX and Azure AD

Step1. Obtain redirect URIs from PBX

Obtain redirect URIs from Yeastar P-Series PBX System, you will need the information when
configuring an Azure AD application for the integration.


https://help.yeastar.com/en/p-series-appliance-edition/administrator-guide/configure-network-for-remote-access-by-a-yeastar-fqdn.html
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1. Log in to PBX web portal, go to Integrations > Collaboration.
2. Click Integrate beside the Microsoft 365.
3. In the App Registration section, take note of the following redirect URIs.

App Registration

hitps:/yeastardocs.ras.yeastar.com/login @ X hitps://192.168.5.150:8088/login @ X

« Redirect URI: Used to specify the location to which you are redirected after the

integration authentication is completed.
» Linkus Web Client SSO Redirect URI: Used to set up the Single Sign-on (SS0)

feature of Linkus Web Client.

Step2. Register an application in Azure AD tenant

Register an Azure AD application that will be used to connect Yeastar P-Series PBX System
and Azure AD.

1. Log in to Microsoft Azure Portal with the Microsoft Azure Global Administrator ac-

count.
2. In the search bar, search and select Azure Active Directory service to enter your or-

ganization's directory.

O azure active directory X -

All Services (87) Resources Resource Groups Marketplace (8) Documentation (29)

1 Azure Active Directory (0
]

Services

| B Azure Active Directory @ @ Azure Database for MySQL servers
G Security B3 Azure Arc

]
i Activity log &2 Azure Databricks
£ Azure Cosmos DB 5 Azure Lighthouse

3. On the left navigation bar of organization's directory, go to App registrations, then
click New registration.


https://portal.azure.com/
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_ Microsoft Azure L Search resources, services, and docs (G+/)

Home > Yeastar

=== Yeastar | App Registrations .

Azure Active Directory

« —+ New registration @ Endpoints ﬁ Troubleshooting O Refresh i Download
© Overview

Preview features
@ starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Aut

X Diagnose and solve problems and security updates but we will no longer provide feature updates. Applications will need to |
Manage
All applications Owned applications  Deleted applications
& Users e —
& Groups | 2 Start typing a display name or application (client) ID to filter these r... *o Add fi

B2 External Identities

7 applications found
4. Roles and administrators PP
Display name T

Administrative units

Enterprise applications
0§ Devices
App registrations

(8] Identity Governance

4. In the Register an application page, do as follows:
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= Microsoft Azure R Search resources, services, and docs (G+/)

Home > Yeastar | App registrations

Register an application

* Name

The user-facing display name for this application (this can be changed later).

Yeastar_P_series_PBX v

Supported account types

Who can use this application or access this API?
@ Accounts in this organizational directory only (Yeastar - Single tenant)
O Accounts in any organizational directory (Any Azure AD directory - Multitenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microseft accounts (e.g. Skype, Xbox)

O Personal Microsoft accounts only

Help me choose...

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for most authentication scenarios.

Select a platform N | [ https://yeastardocs.ras.yeastar.com/integration/callback/api/collabor...

Public client/native (mobile & desktop)

Web @

Single-page application (SPA) atform Policies '

arate aallerv anos and other apps from outside vour oraanization bv addina from Enterprise apolications.

a. Enter the registration information of the application.
- Name: Specify a name to help you identify the application.
- Supported account types: Select Accounts in this organizational di-
rectory only.
» Redirect URI: In the Select a platform drop-down list, select Web, then
paste the Redirect URI obtained from the PBX.

b. Click Register.

An Azure AD application is registered successfully.

The Application (client) ID and Directory (tenant) ID of the application is
displayed on the Overview page. Note them down as you will need to fill them
into the PBX later.

| Note:



AAD Integration Guide | 2 - Set up Azure Active Directory Integration | 7

The Directory (tenant) ID is required if your PBX server is 37.10.0.30
or later.

\J

p Search resources, services, and docs (G+/) & 0 & @ &

Home > Yeastar | App registrations >

i3 Yeastar_P_series_PBX =
iy

‘P Search ‘ « @ Delete @ Endpoints Preview features

L} Oty 0 Got a second? We would love your feedback on Microsoft identity platform (previously Azure AD for developer). —

& Quickstart
#" Integration assistant A Essentials
Manage Display name : Yeastar_P_series_PBX Client credentials 0 certificate, 1 secret
- Application (client) ID H Redirect URIs : 3web, 0 spa, 0 public client
B Branding & properties

Object ID : Application ID URI : Add an Application ID URI
2D Authentication

Directory (tenant) ID : Managed application inl... : Yeastar_P_series_PBX

Certificates & secrets Supported account types : My organization only

Step3. (Optional) Add SSO redirect URI to the Azure AD application

If you want to implement Single Sign-on (SSO) to allow the synced Azure AD users to log
in to Linkus Web Client by their Microsoft accounts, you need to add the Linkus Web Client
SSO Redirect URI to the Azure AD application.

1. On the left navigation bar of the Azure AD application, go to Authentication.

= Microsoft Azure £ Search resources, services, and docs (G+/) I

Home > Yeastar | App registrations > Yeastar_P_series_PBX

) Yeastar_P_series_PBX | Authentication =

‘}3 Search (Ctrl+/) | « 27 Got feedback?

8 Overview
Platform configurations

& Quickstart

. Depending on the platform or device this application is targeting, additional configuration may be required such as
#  Integration assistant redirect URIs, specific authentication settings, or fields specific to the platform.
Manage 4+ Add a platform

& Branding & properties

3) Authentication @ ~ Web
Certificates & secrets \ Redirect URIs
Il Token configuration The URIs we will accept as destinations when returning authentication responses (tokens) after successfully authenticating or signing

send in the request to the login server should match one listed here. Also referred to as reply URLs. Learn more about Redirect URIs ¢
- API permissions

S Expose an AP https://yeastardocs.ras.yeastar.com/integration/callback/api/collaboration/azureactivedirectory/
App roles Add URI

&k Owners

2. Add the SSO Redirect URI of Linkus Web Client.
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(= irosort e (AN B 0% O R

Home > Yeastar | App registrations > Yeastar_P_series_PBX

o) Yeastar_P_series_PBX | Authentication =

[Psearnicisn | « & Got feedback?

B Overview

Platform configurations

Quickstart
, Depending on the platform or device this application is targeting, additional configuration may be required such as
# Integration assistant redirect URIs, specific authentication settings, or fields specific to the platform.
Manage ~+ Add a platform

Branding & properties

9 Authentication ~ Web Quickstart  Docsg? [il]
Certificates & secrets Redirect URIs
ill Token configuration The URIs we will accept as destinations when returning authentication responses (tokens) after successfully authenticating or signing out users. The redirect URI you

send in the request to the login server should match one listed here. Also referred to as reply URLs. Learn more about Redirect URIs and their restrictions
9 APl permissions

e APl https://yeastardocs.ras.yeastar.com/integration/callback/api/collaboration/azureactivedirectory/ Tiif
Xpose an
B A ' - https://yeastardocs.ras.yeastar.com/login ]E
¥L App roles
& o ‘ https://192.168.5.150:8088/login T \/‘ ]ﬂ[
wners
& Roles and administrators 2 | EEE

[ Manifest

Support + Troubleshooting ﬂ
iscar

a. On the Authentication page, click Add URI in the Web section.
b. Paste the Linkus Web Client SSO Redirect URI obtained from the PBX.

c. Click Save.

Step4. Grant permissions to the Azure AD application

Important:
You DO NOT need to perform this step if your PBX server is 37.10.0.30 or later.

Grant the required API application permissions to the Azure AD application, allowing the ap-
plication to access specified data within Azure Active Directory.

1. On the left navigation bar of the Azure AD application, go to API permissions, then
click Add a permission.
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P Search resources, services, and docs (G+/) fv & @ @

Home > Yeastar | App registrations > Yeastar_P_series_PBX

= Yeastar_P_series_PBX | AP| permissions =

‘9 Search (Ctrl+/) ‘ « () Refresh A7 Got feedback?

B Overview

& Quickstart

o The "Admin consent required” column shows the default value for an organization. However, user consent can be customized per permission, user, or app.
#" Integration assistant in your organization, or in organizations where this app will be used. Learn more
Manage

Configured permissions

& Branding & properties Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of configured perm:

all the permissions the application needs. Learn more about permissions and consent
D Authentication p PP p

Certificates & secrets + Adda permission | v/ Grant admin consent for Yeastar
I 5 ) 5
il Token configuration & W API / Permissions name Type Description Admin consent requ... Status
4
9= APl permissions -

v Microsoft Graph (1)

@ Expose an API User.Read Delegated  Sign in and read user profile No

% App roles

2. In the Select an API page, go to Microsoft APIs > Microsoft Graph.

Select an API

Microsoft APIs|  APls my organization uses My APls

Commeonly used Microsoft APIs

Microsoft Graph

\_—
/ 1\ Take advantage of the tremendous amount of data in Office 365, Enterprise Mobility + Security, and Windows 10.
\ ' Access Azure AD, Excel, Intune, Outlook/Exchange, OneDrive, OneMote, SharePoint, Planner, and more through a
L‘

single endpoint.

U

3. Click Application permissions.

Request APl permissions X

CAll &PIs
@ Microsoft Graph
https://graph.microsoft.com/ Docs '
What type of permissions deoes your application require?
Delegated permissions Application permissions

Your application needs to access the APl as the signed-in user. Your application runs as a background service or daemeon without a
signed-in user.

4. Add the required application permissions:
a. In the search bar, enter the keyword to search and select the following required

permissions.
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Select permissions expand all
2 directory %
Permission Admin consent required

" Directory (1)

Directory.Read.All @ -
% Read directory data
I:I Directory.ReadWrite. All D v
es
Read and write directory data
Directory.Write.Restricted (&
D ‘Yes

Manage restricted resources in the directory

> DirectoryRecommendations

> RoleManagement

Permission Description

Directory > Directory.Read.All Allow the application to read data in your
organization's directory, such as users and groups.

User > User.Read.All Allow the application to read the profile properties of
users in your organization.

Group > Group.Read.All Allow the application to read group properties and
memberships.

b. Click Add permissions.

The selected permissions are added into the permissions list.
c. Click Grant admin consent for... to grant the permissions to the application.

Configured permissions

Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process, The list of configured permissions should include
all the permissions the application needs. Learn more about permissions and consent

= Add a permission |+ Grant admin consent for Yeastar

APl / Permissions name Type Description L\\S Admin consent requ... Status

~ Microsaft Graph (4)
Directory.Read.All Application  Read directory data Yes £ Not granted for
Group.Read.All Application  Read all groups Yes A\ Not granted for
User.Read Delegated  Sign in and read user profile No
User.Read.All Application  Read all users full profiles Yes £ Not granted fai

d. In the pop-up dialog box, click Yes to proceed.
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Grant admin consent confirmation.

Do you want to grant consent for the requested permissions for all accounts in Yeastar ?

-, [

The Status of the permissions changes to Q indicating that the API permis-
sions have been granted to the application successfully.

Step5. Generate a client secret for the Azure AD application

Generate a client secret for the Azure AD application to authenticate the application in the

integration.

1. On the left navigation bar of the Azure AD application, go to Certificates & secrets >
Client secrets, then click New client secret.

= Microsoft Azure O Search resources, services, and docs (G+/)

Home > Yeastar | App registrations > Yeastar_P_series_PBX

Yeastar_P_series_PBX | Certificates & secrets =

2 Search (Ctrl+/)

|<<

B Overview
& Quickstart

#" Integration assistant

Manage

Branding & properties

3 Authentication
Certificates & secrets

Il Token configuration

<+ APl permissions
Expose an API

s Approles

2 Got feedback?

Credentials enable confidential applications to identify themselves to the authentication serv
scheme). For a higher level of assurance, we recommend using a certificate (instead of a clien

o Application registration certificates, secrets and federated credentials can be found in the tak

Certificates (0) Client secrets (0) Federated credentials (0)

=
e -

A secret string that the application uses to prove its identity when requesting a token. Also

MNew client secret

Description Expires Value O

Ma client secrets have been created for this application.

2. In the Add a client secret page, do as follows:
a. Add a description and set an expiration date for the client secret.
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Add a client secret X

Description ‘ yeastar-pseries-pbx |

Expires ‘ 24 months ~ |

b. On the bottom of the page, click Add.

A client secret is created and displayed in the Client secrets list.
3. Note down the client secret's Value as you will need to fill it into the PBX later.

Important:
Record the client secret's value before leaving the page, as the key is only
shown once. Otherwise, you will have to create a new secret.

Certificates (0) Client secrets (1) Federated credentials (0)

A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.

T New client secret
Description Expires Value O Secret ID
yeastar-pseries-pbx 7/3/2024 Hol8g~Nm Re~d.. ) 977e! 78.. D o

Step6. Connect PBX and Azure AD

Fill the application ID and client secret gathered from the Azure AD application into PBX to
implement the integration between Yeastar P-Series PBX System and Azure Active Directo-

ry.

1. Log in to PBX web portal, go to Integrations > Collaboration.
2. Click Integrate beside the Microsoft 365 service.
3. In the App Registration section, enter the following information:
« Application (Client) ID: Paste the application ID.
» Tenant ID: Paste the tenant ID.

4. In the Certificates & Secrets section, paste the client secret in the Client Secret
field.

5. Click Save.

You are redirect to the Microsoft Sign-in page.
6. Sign in with the Microsoft Azure account that has Global Administrator privilege.
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BS Microsoft

Pick an account

Yeastardocs
yeastardocs@yeastar.onmicrosoft.com

Signed in
O

kristin@yeastar.onmicrosoft.com

—+— Use another account

7. You might be asked to provide an additional security confirmation. Click Next to com-
plete it or skip for now.

B® Microsoft

yeastardocs@yeastar.onmicrosoft.com

Help us protect your account

Microsoft has enabled Security Defaults to keep your
account secure. Learn more about the benefits of
Security Defaults

Skip for now (14 days until this is required)
Use a different account

Learn more

Next

8. In the pop-up window, check the permissions and click Accept to confirm.

| Note:
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If your PBX server is 37.10.0.30 or later, you can grant consent on behalf of
4 your organization in this page as needed.

B2 Microsoft

yeastardocs@yeastar.onmicrosoft.com

Permissions requested

Yeastar_P_series_ PBX
App info

This application is not published by Microsoft.

This app would like to:

Maintain access to data you have given it access to
Have full access to user contacts

Read and write user and shared contacts

Read all users’ full profiles

Read all groups

Read directory data

Read user's presence information

KL LCK

Read presence information of all users in your
organization

Consent on behalf of your organization

If you accept, this app will get access to the specified resources for
all users in your organization. No one else will be prompted to
review these permissions.

Accepting these permissions means that you allow this app to use
your data as specified in their terms of service and privacy
statement. You can change these permissions at
https://myapps.microsoft.com. Show details

Does this app look suspicious? Report it here

9. On the PBX configuration page, click Yes to close the dialog box.

Collaboration X

@ Data initialization succeeded. You can configure synchronization rules
and enjoy advanced features now.

v 0K
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Result

The status of the integration displays Connected, indicating that the PBX is successfully
connected to your organization's Azure Active Directory.

@ Yeastar Integration

Basic

What to do next

Set up synchronization rules to synchronize the desired Azure AD users and groups to PBX.
For more information, see the following topics:

» Synchronize Azure AD Users to Yeastar P-Series PBX System
» Synchronize Azure AD Groups to Yeastar P-Series PBX System

Related information
Disable Azure Active Directory Integration
Disconnect Azure Active Directory Integration

Synchronize Azure AD Users to Yeastar P-Series
PBX System

This topic describes how to customize synchronization rule based on Azure AD users, PBX
will create extensions for the Azure AD users specified to be synced accordingly, and keep
the extensions up-to-date with changes from the Azure AD users.

Limitation

The number of Azure AD users that can be synced depends on the number of extensions
that PBX system can create.

Prerequisites

You have integrated Yeastar P-Series PBX System with Azure Active Directory.
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Procedure

1. Log in to PBX web portal, go to Integrations > Collaboration.
2. In the User Synchronization section, turn on the switch.

% User Synchronization

3. Complete the following synchronization settings according to your need.
a. In the User Range for Extension Auto Creation drop-down list, specify the
Azure AD users that you want to synchronize to PBX and create extensions for
them.

@ User Synchronization

| docstest X

All Users

Users of Specific Type

Users in Specific Group @
Table 1.
Option Description
All Users Synchronize all Azure AD users to PBX and create

extensions for them.

Users of Specific Type | Synchronize the specified type(s) of Azure AD users to PBX
and create extensions for them.

You can select the desired user type(s) in the User Type
drop-down list.

» Member: All member users in your organization's
directory.
 Guest: All guest users in your organization's directory.

Users in Specific Group = Synchronize the Azure AD users within the specified group(s)
to PBX and create extensions for them.

You can select the desired group(s) in the Group drop-down
list.

Note:

In future use, if you change the range of Azure AD users to be synced,
you can decide how to deal with the extensions that are no longer



nization.

Users in Specific Group
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synced from the Azure AD users via the Auto delete the Extensions
no longer in sync option.

%Auto delete the Extensions no longer in sync

« If selected, the extensions will be deleted during the next synchro-

« If unselected, the extensions will be retained and fully managed
by the PBX.

b. In the User's Extension Number drop-down list, configure the extension num-

ber assignment rule.

*

1000

Assign Automatically &

Read Specific Property Value

Table 2.

Option Description

Assign Automatically

Read Specific Property
Value

Assign extension numbers from a specific starting
number.

You can specify the starting number in the Start
Extension Number from field.

Assign extension nhumbers based on users' property
value. This can be used in the scenario that Azure AD
users already have phone extensions assigned, and you
want to keep their extension numbers instead of assigning
new ones.

You can specify the property where the Azure AD users'
extension numbers are stored (e.g. busi nessPhones) in

the Property Name field.

Tip:
Refer to Microsoft User Properties for the
property name.



https://docs.microsoft.com/en-us/graph/api/resources/user?view=graph-rest-1.0#properties
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c. Inthe Delete the Extension when its associated user account is drop-down
list, select the Azure AD user account status(es) at which PBX will stop syncing
from the Azure AD users, and delete the associated extensions.

Disabled x Deleted X ‘

Disabled v t
Deleted &y v
Table 3.

Description

Disabled If an Azure AD user account is disabled, PBX will stop syncing from
the Azure AD user and delete the associated extension.

Deleted If an Azure AD user account is deleted, PBX will stop syncing from
the Azure AD user and delete the associated extension.

d. On the Auto associate Extensions with the Users that share the same
email address option, decide whether to sync Azure AD users to PBX when the
users have the same email addresses with existing extensions.

« If selected, the Azure AD users with same mailboxes will be synced to
PBX and associated with the existing extensions, the extensions' user in-
formation will then be overwritten by that of the Azure AD users.

« If unselected, the Azure AD users with same mailboxes will not be synced
to PBX as the PBX system does not allow duplicated email addresses.

e. If you want to send Linkus Welcome Email to the synced Azure AD users, select
the checkbox of Send Welcome Email automatically after an extension is

created.
4. Click Save.

Note:

« If it is the FIRST time you save the synchronization-related settings,
PBX will perform the initial synchronization immediately.

« Otherwise, you can manually perform a directory synchronization or
wait for the automatic directory synchronization.

Result

You have created your custom synchronization rule for Azure AD users.
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During a synchronization process, PBX system performs queries within the Azure Active Di-
rectory based on the rule, and synchronize the desired Azure AD users as well as the updat-
ed information to PBX. After the synchronization, the followings can be implemented:

« You can check the synchronization result in the User Synchronization section.

@ User Synchronization

12 users have been synced to the PBX Extension directory.

» The PBX extensions associated with Azure AD users come with a label = ,and can
not be manually deleted on PBX.

* You can NOT manually update the following information of the PBX extensions asso-
ciated with Azure AD users.

Note:
The information can only be modified within the Azure Active Directory and
updated to the PBX during a synchronization.

o Last name

o First name

o Email Address
> Mobile Number
> Job Title

What to do next

If you want to allow the synced Azure AD users to log in to Linkus Web Client and Mobile
Client using their Microsoft accounts, you need to configure the Single Sign-on (SSO) fea-
ture. For more information, see Allow Users to Log in to Linkus UC Clients with SSO.

Related information
Synchronize Azure AD Groups to Yeastar P-Series PBX System
Synchronize Microsoft Outlook Contacts to Yeastar P-Series PBX System
Enable Microsoft Teams User Presence Synchronization
Pause Azure Active Directory Synchronization
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Synchronize Azure AD Groups to Yeastar P-Series
PBX System

This topic describes how to customize synchronization rule based on Azure AD groups, so
as to synchronize desired Azure AD groups to the PBX extension groups.

Limitation

The number of Azure AD groups that can be synced depends on the extension groups that
PBX system can create (up to 63 extension groups).

Prerequisites

You have integrated Yeastar P-Series PBX System with Azure Active Directory.

Procedure

1. Log in to PBX web portal, go to Integrations > Collaboration.
2. Scroll down to the Group Synchronization section, turn on the switch.

%] Group Synchronization

3. In the Synchronize for drop-down list, specify the Azure AD groups that you want to
synchronize to PBX.

@ Group Synchronization

‘ ‘ Security Group X Microsoft 365 X

All Groups

Specific Group Type &

Specific Group

Table 4.
Description
All Groups Synchronize all Azure AD groups to PBX.
Specific Group Type Synchronize the specified type(s) of Azure AD groups to PBX.

You can select the desired group type(s) in the Type
drop-down list.
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Option Description

« Security Group: All security groups in your
organization's directory.

+ Microsoft 365: All Microsoft 365 groups in your
organization's directory.

Specific Group Synchronize specific Azure AD groups to PBX.
You can directly search and select the desired groups in the
Group drop-down list.

Note:

By default, the Group drop-down list displays 200
records of Azure AD groups. If you need the system
to display more records, contact Yeastar.

Note:

In future use, if you change the range of Azure AD groups to be synced, you
can decide how to deal with the extension groups that are no longer synced

from the Azure AD groups via the Auto delete the Extension Groups no
longer in sync option.

Specific Group Type

% Auto delete the Extension Groups no longer in sync

« If selected, the extension groups will be deleted during the next syn-
chronization.

« If unselected, the extension groups will be retained and fully managed
by the PBX.

4. Click Save.

Note:

- If it is the FIRST time you save the synchronization-related settings,
PBX will perform the initial synchronization immediately.

« Otherwise, you can manually perform a directory synchronization or
wait for the automatic directory synchronization.
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Result
You have created your custom synchronization rule for Azure AD groups.

During a synchronization process, PBX system performs queries within your organization's
Azure Active Directory based on the rule, and synchronize the desired Azure AD groups as
well as the updated information to PBX. After the synchronization, the followings can be im-
plemented:

» You can check the synchronization result in the Group Synchronization section.

@ Group Synchronization

10 groups have been synced to the PBX Extension Group.

» The PBX extension groups associated with Azure AD groups come with a label = ,
and can NOT be deleted.

* You can NOT manually update the name and group member of the PBX extension
groups associated with Azure AD groups on PBX.

Note:
The information can only be modified within the Azure Active Directory and
updated to the PBX during a synchronization.

Related information
Synchronize Azure AD Users to Yeastar P-Series PBX System
Pause Azure Active Directory Synchronization

Synchronize Microsoft Outlook Contacts to Yeastar P-
Series PBX System

Azure Active Directory integration provides one-way synchronization of Outlook contacts
(personal Outlook contacts and contacts from Outlook shared mailboxes) to PBX and
Linkus clients. After synchronization, Azure AD users can access and make calls to their
Outlook contacts through Linkus clients.
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Requirement
PBX server: Version 37.10.0.30 or later.

Prerequisites

» You have integrated Yeastar PBX with Azure Active Directory.
» You have synchronized Azure AD users to Yeastar PBX.

Synchronize personal Outlook contacts to Linkus Contacts directory

To synchronize Azure AD users' personal Outlook contacts, you need to select the user
range for syncing personal contacts on PBX, and the selected Azure AD users need to share
their personal contacts folder with the authorization account (the account that is used to
authorize the Azure AD integration with the PBX), so that PBX can access the contacts.

Step 1. Select user range for syncing personal contacts on PBX

1. Log in to PBX web portal, go to Integrations > Collaboration.

2. Scroll down to the Microsoft Outlook Contacts Synchronization
section, and turn on the switch.

@ Microsoft Outlook Contacts Synchronization

3. Select the checkbox of Contacts Synchronization.

4. In the User Range for Contacts Synchronization drop-down list, se-
lect the range.

Important:

Ensure that the user range you select here is covered by the
user range you selected when syncing Azure AD users to PBX,
as this feature is only available for synced Azure AD users.

Option Description

All Users Synchronize all Azure AD users' personal contacts
to their Linkus Contacts directory.

Users in Specific Group = Synchronize personal contacts of the Azure AD
users within specified Azure AD group(s) to their
Linkus Contacts directory.
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Description

You can select the desired groups in the Group
drop-down list.

5. Click Save.

Step 2. Share personal Outlook contacts folder on Outlook Desktop Client

We provide an example on how an individual Azure AD user can share his or
her personal Outlook contacts folder on Outlook Desktop Client.

1. Log in to Outlook Desktop Client, go to Rq(PeopIe).

2. In My Contacts section, right click the personal contacts folder, then se-
lect Properties....

3. In the pop-up window, search for and add the authorization account (the
account that is used to authorize the Azure AD integration with PBX).

Screenshot Instruction
Properties & x| a. Click the Permissions tab.
General Outlook Address Book| Permissions | Synchronization | b C||Ck Add and SearCh for the
| Name Permission Level | . .
Default None | authorization account.

Anonymous None

c. Double click the authorization
account, then click OK.

L Add. | Remove Properties..

Permission Level: None N 1

Read Write Add Users X
© None ([ Create items Search: € All columns () Name only Address Book:
(O Full Details () create subfolders ™ > X |Search Resuls - Offline Global Address List__ ~
([Jeditown [ Name Tite
[Jeditall
Delete jtems Other
© None (] Folder owner
O own Folder contact
(@1 (] Folder visible
oK Cancel o
[ A hxp &

oK Cancel

4. Grant the authorization account access to contacts in the folder.
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Screenshot Instruction

. ~a. In the upper user section,
Properties X L
select the authorization
| General Outlook Address Book Permissions Synchronization aCCdUnt
Name Permissionlevel | 1y |n the Read section, select
| Default None
Anonvmous None Fu“ 'DetaIIS
:
v‘ L SEEMEEN | ihe Other section, select
Folder contact.
Add... Remove Properties... .
. ’ d. Click OK.
Permissions
Permission Level: Reviewer v
Read Write
() None [ ] Create items
o Full Details [:] Create subfolders
- [:]Edi; own
[Jeditall
|
Delete items Other |
o None [_] Folder owner |
O Fold tact
() own e B erc?r.\a
Oan @ rolder visible
OK C | Appl

Note:
The system will perform the synchronization at the preset time
for automatic directory synchronization, you can also manually

perform a directory synchronization to sync Outlook contacts.

Result

After the synchronization, Azure AD users' personal Outlook contacts are

| |
synced to their Linkus Contacts directory with a label ®™. And the synced con-
tacts can NOT be edited or deleted on Linkus client.
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Linkus Desktop Client - o x

BE Qe 00

','.”Yeastar

b

Extensions = || Personal Contacts v

B Operator Panel Jimmy Gordon § Kerry Smith § Terry Smith §
R R 5o D -

B call Logs L5 ol O (@) & L@

[E: Contacts

EJ Video Conferencing

Qo Voicemails

o Troubleshooting:
Unable to synchronize specific Outlook contacts?
Incomplete information of Outlook contacts can lead to synchroniza-
tion failure. Make sure the following fields are filled in for Outlook
contacts, then perform the directory synchronization again:

- First name or Last name: At least one field is required.
* Mobile phone number, Home phone, or Business phone: At
least one field is required.

Synchronize contacts from Outlook shared mailboxes to PBX phone-

books

To synchronize contacts from shared mailboxes, you need to set up shared contacts syn-
chronization on PBX, and add the authorization account (the account that is used to autho-

rize the Azure AD integration with the PBX) as a member of the desired shared mailboxes
on Microsoft 365 admin center, so that PBX can access the contacts within the shared mail-

boxes.

Step 1. Set up shared contacts synchronization on PBX

1. Log in to PBX web portal, go to Integrations > Collaboration.

2. Scroll down to Microsoft Outlook Contacts Synchronization section,
turn on the switch.

@ Microsoft Outlook Contacts Synchronization
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3. Select the checkbox of Shared Mailbox Contacts Synchronization.

4. In the Shared Mailbox Contacts Synchronization drop-down list, se-
lect the range.

Option Description

Contacts in All Shared Synchronize contacts from all the Outlook
Mailboxes shared mailboxes to PBX phonebooks.

Contacts in Specific Shared Synchronize contacts from specific Outlook
Mailboxes shared mailbox(es) to PBX phonebooks.

You can select the desired shared
mailbox(es) in the Shared Mailboxes
drop-down list.

5. Define the phonebook name for the shared contacts to be synced.

Shared Mailboxes # Synchronize to Phonebook of Company Contacts
Yeastar Docs-yeastardocs@ursaconn.onmicrosoft.com Yeastar Docs_Synchronization
|
|
6. Click Save.

Step 2. Add the authorization account to the shared mailboxes on Microsoft
365 admin center

1. Log in to Microsoft 365 admin center.
2. On the left navigation bar, click Teams & groups and select Shared
mailboxes.
3. Click the desired shared mailbox and configure the following settings.
a. In the Members section, click Edit.
b. Click Add members and search for the authorization account (the
account that is used to authorize the Azure AD integration with
PBX).
c. Select the authorization account and click Add.
4. Repeat step 3 for all the shared mailboxes that needs to be synced.

| Note:



https://admin.microsoft.com/
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The system will perform the synchronization at the preset time for au-
& tomatic directory synchronization, you can also manually perform a
directory synchronization to sync Outlook contacts.

Result

After the synchronization, the followings can be implemented:

« The shared mailboxes and their contacts are synchronized to PBX

N
phonebook, which comes with a label B and can NOT be edited or
deleted on PBX.

Contacts / Phonebooks

Phonebook Name Total Contacts Operations

Yeastar Docs_Synchronization | 8 ©®

o Troubleshooting:

Unable to synchronize specific Outlook contacts?
Incomplete information of Outlook contacts can lead to syn-
chronization failure. Make sure the following fields are filled in
for Outlook contacts, then perform the directory synchroniza-
tion again:

> First name or Last name: At least one field is required.

> Mobile phone number, Home phone, or Business phone:

At least one field is required.

« By default, the synced phonebook is NOT visible to users. To allow users
to view the phonebook and its contacts, go to Extension and Trunk >
Client Permission > Contact Visibility Permission.

Note:

Users with permission can log in to Linkus clients, go to Con-
tacts and select the phonebook to view its contacts.
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Enable Microsoft Teams User Presence Synchroniza-
tion

Azure Active Directory integration provides one-way synchronization of Teams user pres-
ence to PBX extensions. To achieve the Teams user presence synchronization, you need to
enable this feature on PBX, and Azure AD users need to set up presence synchronization
on their Linkus clients. After the setup, Azure AD users' extension presence can follow their
Teams user presence.

Requirement
PBX server: Version 37.10.0.30 or later.

Prerequisites

» You have integrated Yeastar PBX with Azure Active Directory.
» You have synchronized Azure AD users to Yeastar PBX.

Procedure

1. Log in to PBX web portal, go to Integrations > Collaboration.
2. Scroll down to the bottom, and turn on the switch of Microsoft Teams User Pres-
ence Synchronization.

@ Microsoft Teams User Presence Synchronization

3. Click Save.
Result

» Teams user presence synchronization is enabled.

« Azure AD users need to log in to Linkus Web Client or Linkus Desktop Client to enable
this feature and set the corresponding extension presence for each Teams user pres-
ence (Path: Preferences > Features > Microsoft Teams User Presence Synchro-
nization).

| 0 Tip:
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0 You can also click Z of an Azure AD user's extension to enable and set up
Teams presence synchronization for this user (Path: Features > Microsoft
Teams User Presence Synchronization).

@ Microsoft Teams User Presence Synchronization

Teams User Presence

Available

Busy

Do not disturb

Be right back

Appear away

Appear offline

Extension Presence

Available

Away

Do Not Disturh

Away

Off Work

Off Work

After the setup, when Azure AD users' Teams presence changes, their extension pres-
ence will be switched to the corresponding one automatically.

Note:

Since it's one-way synchronization, when users switch their extension pres-
ence, the result will NOT update to their Teams user presence.

Allow Users to Log in to Linkus UC Clients with SSO

This topic describes how to configure the Single Sign-on (SSO) feature, so that synced

Azure AD users can securely log in to Linkus Web Client and Mobile Client by their Microsoft

accounts.

Prerequisites

You have integrated Yeastar P-Series PBX System with Azure Active Directory.
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Procedure

1. Log in to PBX web portal, go to Integrations > Collaboration.
2. In the Single Sign-on (SSO) section, turn on the switch.

% Single Sign-on (SS0)

3. In the Linkus Web Client SSO Redirect URI drop-down list, select the desired Linkus
Web Client login address.

Note:
To implement SSO on Linkus Web Client, make sure you have added the se-
lected Linkus Web Client SSO Redirect URI to the Azure AD application.

https://yeastardocs.ras.yeastar.com/login B X https://192.168.5.150:8088/login B X ‘

https://yeastardocs.ras.yeastar.com/login @ v

https://192.168.5.150:8088/login v
4. Click Save.

Result
The synced Azure AD users can directly log in to Linkus Web Client and Mobile Client by
their Microsoft accounts.

Note:

To use the SSO feature on Linkus Mobile Client, the App version should be updated.

« Linkus Android Client: 4.9.6 or later
« Linkus iOS Client: 4.9.5 or later
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J
7¢ Yeastar

English

Yeastar P550

Welcome to Yeastar P-Series PBX System

)
Forgot Password?
SN/Dom:
Custom Settings
Login
TR oG IN
Forgot Password?
BF Sign in with Microsoft

B% Sign in with Microsoft

Help & Feedback | Free Trial | NFC

Related information

Synchronize Azure AD Users to Yeastar P-Series PBX System
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Schedule Automatic Directory Synchronization

By default, PBX system automatically performs a directory synchronization at 00:30 every-
day. You can also customize the automatic synchronization schedule to synchronize data
from Azure Active Directory to Yeastar P-Series PBX System at a specified time.

Procedure

1. Log in to PBX web portal, go to Integrations > Collaboration.
2. In the Basic section, select the data synchronization frequency and set a specific time

(non-office hours or weekends is recommended).
« Daily: The system synchronizes data daily at a preset local time.

For example, set up to synchronize data at 23:59 everyday.

Daily 23:59

» Weekly: The system synchronizes data on the selected days at a preset local
time.

For example, set up to synchronize data at 23:59 on every Saturday.

Weekly Saturday 23:59

3. Click Save.

Result
The PBX system performs periodic synchronizations automatically based on the schedule.

Note:

In addition to the scheduled automatic synchronization, the integration also imple-
ments another automatic synchronization, which will be triggered when either of
the following conditions is met:
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« If there are data changes (synced users have been modified or removed,
name or group member of synced groups have been changed) occur in Azure
Active Directory, PBX will perform an automatic directory sync in 10 minutes.
- If there are data changes (synced users have been modified or removed,
member of synced groups have been changed) occur in Azure Active Direc-
tory, and the number of change events reaches 10, PBX will immediately per-
form an automatic directory sync.

Related information
Manually Perform a Directory Synchronization

Manually Perform a Directory Synchronization

In case you want to immediately apply a new synchronization rule, or update the data
changes from the Azure Active Directory to PBX, you can manually start a synchronization.

Procedure

1. Log in to PBX web portal, go to Integrations > Collaboration.
2. In the Basic section, click Update Now.

Result
The PBX system performs directory synchronization once.

Related information
Schedule Automatic Directory Synchronization

Update Client Secret for Azure Active Directory Inte-
gration

The client secret of the Azure AD application has an expiration date, which is set when you
creating one. You will need to update the client secret for the integration prior to the expira-
tion date to avoid the directory synchronization interruption.
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Prerequisites

You have generated a new client secret for the Azure AD application.

Procedure

1. Log in to PBX web portal, go to Integrations > Collaboration.
2. At the top-right of the Basic section, click Update Client Secret.

Basic Update Client Secret

® Connectec

Daily 00:30

&9 Update Now

3. In the pop-up window, do as follows:

Update Client Secret

Please enter the new secret.

%

esUsa 3Mr0a0b)| ‘

a. In the Client Secret field, paste the new client secret.
b. Click Save.

Pause Azure Active Directory Synchronization

If you want to prevent the synced data from being overwritten by the updates from Azure
Active Directory, you can temporarily put the sync on hold. This topic describes how to
pause the synchronization of Azure AD users and groups.

Pause synchronization of Azure AD users

Procedure



AAD Integration Guide | 3 - Manage Azure Active Directory Integration | 36

1. Log in to PBX web portal, go to Integrations > Collaboration.
2. In the User Synchronization section, turn off the switch.

User Synchronization

3. Click Save.
4. In the pop-up window, do as follows:

Disable User Synchronization Integration X

Are you sure to disable User Synchronization integration? Once it is
disabled, the previous data synced will be kept by default and does not
support manual editing or deletion. Or you can choose to:

Delete the PBX extensions in sync with the Users

a. If you want to delete the PBX extensions associated with the
synced Azure AD users, select the checkbox of Delete the PBX
extensions in sync with the Users.

b. Click Confirm to proceed.

Result

« The user synchronization is paused.
« The settings of User Synchronization remain and can not be edited.

« If you choose to retain the associated PBX extensions, you can NOT up-
date the user information of the extensions, or delete the extensions.
Pause synchronization of Azure AD groups
Procedure

1. Log in to PBX web portal, go to Integrations > Collaboration.
2. In the Group Synchronization section, turn off the switch.
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Group Synchronization

U

3. Click Save.
4. In the pop-up window, do as follows:

Disable Group Synchronization Integration X

Are you sure to disable Group Synchronization integration? Once it is
disabled, the previous data synced will be kept by default and does not

support manual editing or deletion. Or you can choose to:

Delete the PBX extension groups in sync with the Groups

a. If you want to delete the PBX extension groups associated with
the synced Azure AD groups, select the checkbox of Delete the
PBX extension groups in sync with the Groups.

b. Click Confirm to proceed.

Result

« The group synchronization is paused.

» The settings of Group Synchronization remain and can not be edited.

« If you choose to retain the associated extension groups, you can NOT
update the name and group member of the extension groups, or delete
the extension groups.

Related information
Disable Azure Active Directory Integration
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Disable Azure Active Directory Integration

If there is a fix ongoing, and you might need to turn off the integration for troubleshooting,
you can suspend the Azure Active Directory integration instead of disconnecting it. This top-
ic describes how to disable the Azure Active Directory integration temporarily without losing
the existing configurations.

Procedure

1. Log in to PBX web portal, go to Integrations > Collaboration.
2. On the top of the integration page, turn off the switch.

Integrations / Collaboration / Microsoft 365 Disconnect

& Yeastar Integration

Basic

® Connected

3. Click Save.
4. In the pop-up window, do as follows:

Disable Yeastar Integration

Are you sure to disable Yeastar integration? Once it is
disabled, the previous data synced will be kept by default
and does not support manual editing or deletion. Or you
can choose to:

Delete the PBX extensions in sync with the Users

Delete the PEX extension groups in sync with the Groups

a. Decide whether to clean up the PBX data that are associated with the synced
Azure AD users and groups.
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Table 5.
Option Description

Delete the PBX extensions - If selected, the extensions will be deleted.

in sync with the Users « If unselected, the extensions will be retained, and
you can NOT update the user information of the
extensions, or delete the extensions.

Delete the PBX extension « If selected, the extension groups will be deleted.

groups in sync with the « If unselected, the extension groups will be

Groups retained, and you can NOT update the name and
group member of the extension groups, or delete
the extension groups.

b. Click Confirm to proceed.

Result

 The Status displays "Disable’, indicating that the entire integration is suspended.

Basic

e Disable

« The integration configurations remain and can not be edited.
» The synced Azure AD users can NOT log in to Linkus Web Client and Mobile Client by
their Microsoft accounts now.

Related information
Disconnect Azure Active Directory Integration

Disconnect Azure Active Directory Integration

If you want to integrate with another directory, you need to remove the current integration
first. This topic describes how to disconnect the integration between Yeastar P-Series PBX
System and Azure Active Directory.

Procedure

1. Log in to PBX web portal, go to Integrations > Collaboration.
2. At the top-right of the integration page, click Disconnect.



AAD Integration Guide | 3 - Manage Azure Active Directory Integration | 40

Integrations / Collaboration / Microsoft 365 Disconnect

@ Yeastar Integration

Basic Update Client Secret

® Connected

3. In the pop-up window, do as follows:

Disconnect X

Are you sure to disconnect from Yeastar? If you only
need to clean up the synced data, you can choose to:

Delete the PBX extensions in sync with the Users

Delete the PBX extension groups in sync with the Groups

a. Decide whether to clean up the PBX data that are associated with the synced
Azure AD users and groups.

Table 6.
Option Description
Delete the PBX extensions « If selected, the extensions will be deleted.
in sync with the Users « If unselected, the extensions will be retained and
fully managed by the PBX.

Delete the PBX extension - If selected, the extension groups will be deleted.
groups in sync with the « If unselected, the extension groups will be
Groups retained and fully managed by the PBX.

b. Click Confirm.

Result

The Azure Active Directory integration is disconnected.
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