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Linkus Overview

Yeastar Linkus is designed to keep users connected with colleagues, business partners, and 
customers anywhere and anytime. To help you quickly understand how to set up and use 
Yeastar Linkus, we provide an overview on it, including information on Linkus server, Linkus 
clients, and Linkus event notifications.

Linkus server
You need to configure Linkus server according to the users' needs for using Linkus.

• If users only need to use Linkus within the company's Local Area Network (LAN), you 
need to complete the following settings on Linkus Server:

◦ Enable Linkus clients for users
◦ Send Linkus login credentials to users

• If users need to use Linkus outside the company, you should set up Linkus server for 
remote access. Yeastar P-Series PBX System  provides the following two remote work­
ing solutions to help you set up a remote Linkus server.

Remote Access Service (RAS)
Remote Access Service  is a subscription-based service designed for re­
mote working, which is included in Standard Plan, Enterprise Plan,  and 
Ultimate Plan. After you subscribe to the plan to get Remote Access Ser­
vice, you can bind a Yeastar FQDN to the PBX, and enjoy the following 
benefits:

◦ Secure connection
◦ Network Address Translation (NAT) for Linkus service auto config­

ured
◦ Linkus server for remote access auto configured
◦ Remote access to Linkus Web Client, Desktop Client and Mobile 

Client
◦ Advanced Linkus features, such as Instant Messaging (IM), video 

call and video conferencing
If you choose this solution, refer to the following topics to complete the 
setup.

◦ Set up Linkus server with Remote Access Service
◦ Enable Linkus clients for users
◦ Send Linkus login credentials to users

Manual configuration
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If you don't subscribe to Remote Access Service  and users need to use 
Linkus in external network, you have to go through complicated serv­
er and network settings, such as port forwarding, NAT and public IP ad­
dress configuration, so as to implement remote access to Linkus.

Note:
◦ Weak network protection will cause SIP attacks.
◦ Incorrect configurations may cause one-way audio issue.
◦ Linkus server that is manually configured does NOT sup­

port remote access to Linkus Web Client, and the features 
of Instant Messaging (IM), video call and video conferenc­
ing.

If you choose this solution, refer to the following topics to complete the 
setup.

◦ Manually set up Linkus server
◦ Enable Linkus clients for users
◦ Send Linkus login credentials to users

Linkus client

Linkus client types
Yeastar P-Series PBX System  supports Linkus Mobile Client, Desktop Client, 
and Web Client.

The following table lists the requirements for using Linkus clients, as well as 
the corresponding download links and user guides.

Linkus Client Requirement

 iOS

• iOS 11.0 or later

 Linkus Mobile 
Client

 Android

• Android 6.0 or later

 Linkus Desktop 
Client

 Windows

• Windows 7 or later
• Minimum 2 GHz (32-bit or 

64-bit) processor
• Minimum 4 GB memory
• Minimum 300 MB free hard 

drive space

https://apps.apple.com/us/app/linkus-mobile-client/id1158760574
https://help.yeastar.com/en/p-series-linkus-appliance-edition/mobile-client-user-guide/linkus-login-overview.html
https://play.google.com/store/apps/details?id=com.yeastar.linkus
https://help.yeastar.com/en/p-series-linkus-appliance-edition/desktop-client-user-guide/linkus-desktop-client-overview.html
https://image.yeastar.com/Yeastardownload/Linkus-desktop-win-setup.exe
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Linkus Client Requirement

 macOS

• OS X 10.11 El Capitan or later

 Linkus Web 
Client

 Browser

• Google Chrome 87 or later
• Microsoft Edge 87 or later
• Opera 72 or later

Linkus client user permissions
By default, users can access all the menus and configure all the settings with­
in Linkus clients. You can set up permission rules to restrict users' access and 
configuration permission:

• Menu Visibility Permission: Restrict users from specific menus within 
Linkus clients.

• Operation Permission: Restrict users from specific settings within 
Linkus clients.

For more information, see Set up User Permissions of Linkus Clients.

Linkus client login methods
Yeastar P-Series PBX System  allows users to log in to Linkus clients using dif­
ferent methods, including quick login via a login link or QR code, and manual 
login with login information.

Quick login
You can send login credentials to users via Linkus welcome 
emails. In this way, the users can quickly and easily log in to 
Linkus clients with the QR code or login link provided in the 
email.

For more information, see Send Linkus Welcome Emails to Users 
for Quick Login.

Manual login
In case users fail to receive Linkus welcome emails or access 
their mailboxes, you can provide login information (the user­
name  and password of extension account as well as Linkus 
server network information) for users. In this way, users can 
manually enter the login information and log in to Linkus clients.

https://image.yeastar.com/Yeastardownload/Linkus-desktop-mac.dmg
https://help.yeastar.com/en/p-series-linkus-appliance-edition/web-client-user-guide/about-this-guide.html
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For more information, see Send Linkus Login Information to 
Users for Manual Login.

Linkus events
Yeastar P-Series PBX System  provides event notification feature. When the following Linkus 
events occur, the system will record events in logs and notify relevant contacts via specific 
notification methods.

Event Description

Operations-related event

Web User Login Success An extension user successfully logged in to Linkus Web Client.

Web User Login Failed An extension user failed to log in to Linkus Web Client.

Linkus Client Login Failed An extension user failed to log in to Linkus Mobile Client or 
Linkus Desktop Client.

Extension User Password 
Changed

An extension user's user password was changed.

Security-related event

Web User Blocked Out A specific source IP address was blocked by the system due to 
too many failed login attempts to Linkus Web Client.

Linkus User Blocked Out A specific source IP address was blocked by the system due to 
too many failed login attempts to Linkus Mobile Client or Linkus 
Desktop Client.

You can customize the event level, notification email template or manage relevant contacts 
on System  > Event Notification. For more information, see Configure Event Notifications 
and Manage Notification Contacts.

https://help.yeastar.com/en/p-series-appliance-edition/administrator-guide/configure-event-notifications.html
https://help.yeastar.com/en/p-series-appliance-edition/administrator-guide/manage-notification-contacts.html


Linkus Server

Set up Linkus Server with Remote Access Service
After you subscribe Standard Plan, Enterprise Plan, or Ultimate Plan  to get Remote Access 
Service, users can remotely access Linkus Mobile Client using the PBX Serial Number (SN). 
To allow remote access to Linkus Desktop Client and Linkus Web Client, you need to further 
configure a Yeastar-supplied Fully Qualified Domain Name (FQDN) on the system.

Procedure

1. Log in to PBX web portal, go to System  > Network  > Yeastar FQDN.
2. Turn on Yeastar FQDN.
3. In the Fully Qualified Domain Name (FQDN)  field, set up the FQDN domain name.

a. Select a domain name from the drop-down list.
b. Enter a host name in the first field.

Note:
Think twice before you enter the hostname. The FQDN can not be 
changed after you save the configurations.

For example, select domain name ras.yeastar.com  and enter host name yeas­
tardocs. You will get an FQDN yeastardocs.ras.yeastar.com.

4. Optional:  Configure the remote access permission according to your need.
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Remote Access 
Permission Instruction

Figure  1. 
Configure 
remote 
access 
permission 
for Linkus 
Web 
Clien

t

By default, all extension accounts are allowed to access Linkus 
Web Client via FQDN. You can change the remote access 
permission as needed.

a. In the Features  section, go to the Remote Access  tab.

b. Click  beside the Web Access  feature.
c. In the pop-up window, set up the access permission:

• Access Type: Define the account access 
restriction type.

◦ Allowed Account: Only the selected 
accounts can remotely access Linkus Web 
Client.

◦ Restricted Account: All accounts except 
for the selected accounts can remotely 
access Linkus Web Client.

• Select Account: Select the desired accounts 
that can or can not remotely access Linkus Web 
Client.

• Organization: Select the desired organization(s) 
that can or can not remotely access Linkus Web 
Client.

Note:
This setting is available only when the 
Organization Management  feature is 
enabled.

• Enable IP Restriction: Select the checkbox of 
the option, and add at least one permitted IP 
address and subnet mask.

If you configure this option, only the devices with 
the permitted IP address(es) can remotely access 
Linkus Web Client.

d. Click Confirm.

Figure  2. 
Configure 
remote 
access 
permission 
for Linkus 
Desktop 
Client and 
Mobile 

You can set IP restriction rules for remote access to Linkus 
Desktop Client and Mobile Client. In this way, users can only 
remotely access Linkus Mobile Client and Desktop Client on 
the devices with the permitted IP address(es).

a. In the Features  section, go to the Remote Access  tab.

b. Click  beside the Linkus Access  feature.
c. Select the checkbox of Enable IP Restriction, then add 

at least one permitted IP address and subnet mask.
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Remote Access 
Permission Instruction

Clien

t

d. Click Confirm.

5. Click Save.

Result

• Linkus server is automatically set up for remote access with the FQDN. The following 
information is displayed on the Linkus Server  page:

◦ Status: Connected, which means that Linkus server is set up successfully.
◦ Domain Name: The domain name can be used for Linkus remote access.
◦ Expiration Date: When the service will expire.

• Users can use Linkus (Mobile Client, Desktop Client, and Web Client) via the FQDN re­
motely.

What to do next

• Configure Linkus Client Login Mode
• Enable or Disable Linkus Clients for a User



Linkus Server Admin Guide  | 2 - Linkus Server  | 8

• Send Linkus Client Login Credentials to Users

Manually Set up Linkus Server
This topic describes how to manually set up Linkus server according to different network 
scenarios.

Restrictions

Important:

• Manually configured Linkus server does NOT support remote access to 
Linkus Web Client. To allow users to access and use Linkus Web Client re­
motely, you need to subscribe Standard Plan, Enterprise Plan, or Ulti-
mate Plan, and set up Linkus server with Remote Access Service (RAS).

For more information, see Set up Linkus Server with Remote Access Service.
• Manually configured Linkus server does NOT support the features of Instant 

Messaging (IM), video call and video conferencing.

Network scenarios

• PBX is behind a router
• PBX is connected to the ISP router directly
• PBX is connected to a VPN network

PBX is behind a router
If your PBX is behind a router and Linkus communicates with the PBX through the network 
interface that is configured with a private IP, you need to forward Linkus-related ports on 
your router and configure SIP NAT settings on your PBX.
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Procedure
Based on the above network topology, you can configure Linkus server and 
your router as follows:

1. Check the following local service port on your PBX system (Path: Sys-
tem  > Network  > Service Ports), and forward the ports on your router.

In this example, check and forward the following ports:

Important:
To ensure that RTP packets can be transmitted correctly, the 
same RTP ports should be used both inside and outside of 
the network. You can check and modify the RTP port range on 
PBX Settings  > SIP Settings  > General  > Basic  > RTP Port 
Range.

Service Port Local Port External Port

Linkus Port TCP&UDP 8111 TCP&UDP 18111

SIP UDP Port (for SIP 
registration)

UDP 5060 UDP 6023
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Service Port Local Port External Port

RTP Ports UDP 10000-12000 UDP 10000-12000

2. Configure SIP NAT on your PBX for remote access.

The SIP NAT settings should be configured to ensure that SIP data can 
be transmitted correctly between the PBX and the public Internet.

a. Log in to PBX web portal, go to System  > Network  > Public IP 
and Ports.

b. Turn on Public IP (NAT).
c. In the NAT Type  drop-down list, select Public IP Address.
d. In the Public IP Address  field, enter the public IP address. In this 

example, enter 11.11.11.11.
e. In the Local Network Identification  section, click + Add 

IP  to add all your local network. In this example, enter 
192.168.5.0/255.255.255.0.

f. In the NAT Mode  drop-down list, select Yes.
3. In the Public Ports  section, enter external SIP port and Linkus service 

port, which helps the router to direct appropriate traffic from the Internet 
to the PBX.

• External SIP UDP Port: In this example, enter 6023.
• External Linkus Port: In this example, enter 18111.

4. Click Save  and Apply.
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Result
Linkus server for both local access and remote access is set up.

Note:
When users use Linkus within company's Local Area Network (LAN), 
Linkus communicates through the local IP address. Otherwise, Linkus 
communicates through the external IP address.

What to do next

• Configure Linkus client login mode
• Enable Linkus clients for users
• Send Linkus client login credentials to users

PBX is connected to the ISP router directly
If the PBX is connected to an Internet Service Provider (ISP) router, the Linkus server is 
ready to be accessed remotely.

Note:

• In this network scenario, you do NOT need to do port forwarding on your 
router and configure SIP NAT settings on your PBX.

• In this network scenario, we recommend that you change the default SIP UDP 
port on the PBX to improve the system security (Path: PBX Settings  > SIP 
Settings  > General  > Basic  > SIP UDP Port).
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What to do next

• Configure Linkus client login mode
• Enable Linkus clients for users
• Send Linkus client login credentials to users

PBX is connected to a VPN network
If your PBX is connected to a VPN network, the Linkus server is ready to be accessed by the 
VPN network.

Note:
In this network scenario, you do NOT need to do port forwarding on your router or 
configure SIP NAT settings on your PBX.
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What to do next

• Configure Linkus client login mode
• Enable Linkus clients for users
• Send Linkus client login credentials to users

Configure Linkus Client Login Mode
Yeastar P-Series PBX System  supports two login modes for Linkus clients. You can decide 
how users can manually log in to Linkus clients.

Procedure

1. Log in to PBX web portal, go to Extension and Trunk  > Extension.
2. At the top of the extension list, click Linkus Server.
3. In the Linkus Client Login Mode  section, select the checkboxes of the desired login 

modes.
• Extension Number: Users can use extension number as the username for 

Linkus login.
• Email Address: Users can use the email addresses that are bound with their ex­

tensions as the username for Linkus login.
4. Click Save.
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Configure Linkus Welcome Email
Linkus welcome email is used to provide users with their extension number and voicemail 
PIN, as well as the login credentials and instructions of all Linkus clients. Yeastar P-Series 
PBX System  provides a default email template, you can also customize your own template.

Note:
By default, Yeastar P-Series PBX System  sends Linkus welcome emails in the lan­
guage that you have set in system email template (Path: System  > Email  >  Email 
Templates  > Notification Email Language).

Procedure

1. Log in to PBX web portal, go to Extension and Trunk  > Extension.
2. At the top of the extension list, click Linkus Server.
3. Click Email Templates  tab.
4. Customize email template.

a. In the Template  drop-down list, select Custom.
b. Edit email subject and content according to your needs.

Important:
Do NOT change the variables {{.xxx}}  in the email template, other­
wise the information in Linkus welcome emails would be wrong.

c. Click Save.

Related information
Send Linkus welcome emails to users for quick login



Linkus Client

Enable or Disable Linkus Clients for a User
Users can use Linkus only if the Linkus clients are enabled for their extension accounts. You 
can enable or disable Linkus clients for users as needed.

Enable Linkus clients for a user

Procedure

1. Log in to PBX web portal, go to Extension and Trunk  > Extension.

2. Click  beside the desired extension.
3. Click Linkus Clients  tab.
4. Turn on the switch of the desired Linkus client(s).
5. Click Save  and Apply.

Result
Users can log in to Linkus clients that are enabled with their Linkus client login 
credentials.

What to do next

• Set up User Permissions of Linkus Clients.
• Send Linkus Client Login Credentials to Users.

Disable Linkus clients for a user

Procedure

1. Log in to PBX web portal, go to Extension and Trunk  > Extension.

2. Click  beside the desired extension.
3. Click Linkus Clients  tab.
4. Turn off the switch of the desired Linkus client(s).
5. Click Save  and Apply.

Result
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The user can NOT log in to and use the Linkus client that has been disabled.

Set up User Permissions of Linkus Clients
After enabling Linkus clients for users, they can access all the menus and configure all the 
settings within Linkus clients. You can set up permission rules to specify the menus and 
settings that users can access and configure, which will be applied to all the Linkus clients.

Requirements

Server / Client Version Requirement

PBX Server Version 37.12.0.57  or later

Linkus Desktop 
Client

• Windows Desktop: Version 1.2.14 or later
• Mac Desktop: Version 1.2.10 or later

Linkus Mobile 
Client

• Linkus iOS Client: Version 5.2.9 or later
• Linkus Android Client: Version 4.13.16 or later

Set up menu visibility permission
By default, users can access all the menus within Linkus clients. You can set up menu visi­
bility to restrict users from specific menus.

Procedure

1. Log in to PBX web portal, go to Extension and Trunk  > Client Permis-
sion  > Menu Visibility.

The default rule that allows all users to access all the menus is dis­
played on the list.

2. Click Add rule.
3. Customize an access rule for menus, then click Save.

• Extension/Extension Group: Click  to select desired exten­
sions, extension groups, or departments.
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• Permission Type: Select an option from the drop-down list to de­
fine the permission.

◦ Allow use: Allow to access specific menus within Linkus 
clients.

◦ Disallow use: Disallow to access specific menus within 
Linkus clients.

• Menu: Select the menus that are allowed or disallowed to be ac­
cessed.

Result
The rule takes effect immediately. Users can only view and access the menus 
that are visible to them on Linkus clients.

Set up operation permission
By default, extension users can configure all the settings within Linkus clients. You can set 
up operation permission to specify the settings that users can configure or modify.

Procedure

1. Log in to PBX web portal, go to Extension and Trunk  > Client Permis-
sion  > Preference Settings.

The default rule that allows all users to configure all the settings is dis­
played on the list.

2. Click Add rule.
3. Customize a rule for settings, then click Save.

• Extension/Extension Group: Click  to select desired exten­
sions, extension groups, or departments.

• Permission Type: Select an option from the drop-down list to de­
fine the permission.

◦ Allow edit: Allow to configure specific settings of Linkus 
clients.
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◦ Disallow edit: Disallow to configure specific settings of 
Linkus clients.

• Configuration Item: Select the settings that are allowed or disal­
lowed to be configured.
Refer to the table below for the configuration items on Linkus 
clients controlled by each option.

Optio
n

Linkus

Mobile Client

Linkus

Web Client

Linkus

Desktop 
Client

User Settings in Account  > Personal 
Information  (controlled by the 
option User Information).

Prese
nce

Settings in Account  > Current 
Presence.

Voice
mail

/

Audio 
& 
Video

/

Featur
es

The following configuration 
items in Account  > Settings  > 
Advanced:

◦ Call Waiting  feature 
(controlled by the option 
Call).

◦ Settings of Switch 
Business Hours Status 
feature (controlled by the 
option Time-conditional 
Presence Auto Switch).

Functi
on 
Keys

/

Settings in the 
corresponding tab in the 
Preferences  menu.

Figure  3. 
Linkus Web 
Client

Figure  4. 
Linkus 
Desktop 
Client

Outlo
ok 
Integr
ation

/ / Settings in 
Preferences 
> Outlook 
Integration.
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Optio
n

Linkus

Mobile Client

Linkus

Web Client

Linkus

Desktop 
Client

Chan
ge 
Pass
word 
& 
Securi
ty

Password Management 
feature in Account  > Settings 
(controlled by the option Change 
Password).

Settings in Account  > 
Change Password & 
Security.

Result
The rule takes effect immediately. Users can only configure the settings that 
they are allowed to configure on Linkus clients.

Send Linkus Client Login Credentials to Users
After you enable Linkus clients for users, you need to send login credentials to them. This 
topic describes what information you need to provide, and how users can login with the pro­
vided information.

Send Linkus welcome emails to users for quick login
In most cases, you can send Linkus welcome emails to users, so that they can quickly log in 
to Linkus clients with the login QR code or login link provided in the email.

Prerequisites

• System configuration
◦ Make sure that Linkus server has been set up.

For more information about the configurations, see Set up Linkus 
Server with Remote Access Service  or Manually Set up Linkus 
Server.

◦ Make sure that the system email server  works.
• Extension configuration

◦ You have configured email addresses for the desired extensions.
◦ You have enabled at least one Linkus client for the desired exten­

sions.

Procedure

https://help.yeastar.com/en/p-series-appliance-edition/administrator-guide/email-server-overview.html
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1. Log in to PBX web portal, go to Extension and Trunk  > Extension.
2. Select the checkbox(es) of the desired extension(s), then click Wel-

come Email  at the top of the extension list.

Result
The specified users will receive the Linkus welcome emails. They can use the 
QR code or the login link to log in to their Linkus clients as the following fig­
ures show.

Note:
The QR code and login link are valid in 24 hours and can only be used 
once.

Figure  5. Mobile 
Client Quick Login 
(QR Code)

Figure  6. Mobile Client Quick 
Login (Login Link)

Figure  7. Desktop 
Client Quick Login 
(Login Link)

Figure  8. Web Client Quick 
Login (Login Link)
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Send Linkus login information to users for manual login
In case users fail to receive Linkus welcome emails or access their mailboxes, you can pro­
vide users with the username and password of their extension accounts, as well as the net­
work information of Linkus server, so that users can manually enter the login information to 
log in.

Procedure
Provide different information for users based on the way you set up the Linkus 
server. Refer to the following table for the detailed login credentials.

Linkus Server Mobile & Desktop 
Login Credentials

Web Client Login 
Credentials

Local Linkus 
Server

• PBX's local IP address
• Port

◦ Local Linkus port (for Mobile & Desktop Client)
◦ Local web server port (for Web Client)

• Username (can be extension number or email address, 
depending on how you configure Linkus client login mode)

• Extension's user password

Remote Linkus 
Server (RAS)

• The FQDN that is bound with the PBX, or the PBX's serial 
number (for Mobile Client only)

• Username (can be extension number or email address, 
depending on how you configure Linkus client login mode)

• Extension's user password

Remote Linkus 
Server (Manual 
configuration)

• PBX's local IP address 
and local Linkus port

• PBX's public IP 
address/external host 
domain name and 
external Linkus port

• Username (can be 
extension number 
or email address, 
depending on how you 
configure Linkus client 
login mode)

• Extension's user 
password

No supported.

Result
Users can log in to Linkus clients by manually entering the information as the 
following figures show.
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Figure  9. Mobile Client 
Manual Login (SN / 
FQDN)

Figure  10. Mobile Client 
Manual Login (IP address 
& port)

Figure  11. Desktop Client 
Manual Login (FQDN)

Figure  12. Desktop Client 
Manual Login (IP address 
& port)

Figure  13. Web Client Manual Login (FQDN)
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Configure Audio Codec for Linkus Mobile Client
You can select the appropriate codec for users' Linkus Mobile Clients based on their actual 
usage scenarios to improve the call quality.

Requirements

• PBX server: Version 37.11.0.22  or later
• Linkus Mobile Client:

◦ Android: Version 4.12.2 or later
◦ iOS: Version 5.1.3 or later

Procedure

1. Log in to PBX web portal, go to Extension and Trunk  > Extension.

2. Click  beside the desired extension user.
3. Click Linkus Clients  tab, then select an audio codec from the drop-down list of 

Linkus Mobile Client Codec.

4. Click Save.

Result
The codec is applied to the selected user's Linkus Mobile Client.

Note:
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Extension users can also change the codec on their Linkus Mobile Clients (path: 
Account  > Settings  > Audio Options  > Codec), and the updated setting will be 
automatically synchronized to the PBX.

Enable or Disable ICE (Interactive Connectivity Estab-
lishment) for Linkus Mobile Client
ICE (Interactive Connectivity Establishment) is a technique used to establish direct connec­
tions between Yeastar PBX and Linkus, improving call quality by reducing network latency 
and packet loss. You can enable or disable ICE for users' Linkus Mobile Clients on PBX web 
portal based on their actual usage scenarios.

Requirements

• PBX Server: Version 37.13.0.25  or later
• Linkus Mobile Client:

◦ Linkus Android Client: Version 5.3.12 or later
◦ Linkus iOS Client: Version 5.3.6 or later

Procedure

1. Log in to PBX web portal, go to Extension and Trunk  > Extension.

2. Click  beside the desired extension user.
3. Click the Linkus Clients  tab, then select an option from the drop-down list of ICE.

Note:
If you disable ICE, video calls will be unavailable on the user's Linkus Mobile 
Client.
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4. Click Save.

Result
The ICE setting is synchronized to the extension user's Linkus Mobile Client, and will take ef­
fect when the extension user quits and reopens the APP or re-logins to the APP.

Note:
Extension users can also change the ICE setting on their Linkus Mobile Clients 
(Path: Account  > Settings  > Audio Options  > ICE), and the updated setting will 
be automatically synchronized to the PBX.
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