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Google Workspace Integration Guide

Yeastar P-Series Software Edition supports the integration with Google Workspace (former-
ly G Suite), enabling one-way synchronization of user accounts from Google Workspace to
the PBX, and allowing Single Sign-on (SSO) for users to log in to Linkus UC Clients using
their Google credentials.

Requirements
Platform Requirement
Google « Edition: Business or Enterprise edition
Workspace
Yeastar PBX » Firmware: Version 83.19.0.22 or later
* Plan: Enterprise Plan or Ultimate Plan
* Network:

> Well configured with Yeastar FQDN or Public IP (NAT)

Note:
If you want to implement Google Single Sign-on (SSO),
you MUST set up Yeastar PBX with Yeastar FQDN,
Yeastar Domain, or External Host, as IP address can't be
used as the SSO redirect URI due to Google restriction.

o

Accessible to Google service

e Tip:

You can verify network connectivity using PBX's inbuilt IP
Ping feature (Path: Maintenance > Troubleshooting >
IP Ping):



https://help.yeastar.com/en/p-series-software-edition/administrator-guide/yeastar-fqdn-overview.html
https://help.yeastar.com/en/p-series-software-edition/administrator-guide/configure-network-for-remote-access-by-a-yeastar-domain-name.html
https://help.yeastar.com/en/p-series-software-edition/administrator-guide/configure-network-for-remote-access-by-a-domain-name.html
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Platform Requirement

e © Security v Maintenance / Troubleshooting
X Maintenance = Ethernet Capture Tool Port Monitor Tool IP Ping Tracerout
Upgrade
*
Backup and Restore
Reboot
Reset
Operation Logs start...
PING www.google.com (142.250.196.228): 56 data bytes
Troubleshooting 64 bytes from 142.250.196.228: seq=0 ttl=55 time=26.090 ms
64 bytes from 142.250.196.228: seq=1 =55 time=25.991 ms
System Logs

Key features

The integration of Google Workspace and Yeastar P-Series Software Edition provides the
following key features:

Google Workspace User Sync

Support one-way synchronization of user accounts from Google Workspace
to Yeastar PBX. User information updates in Google Workspace are automati-

cally synchronized to PBX, thus streamlining user management and reducing
manual configuration.

Auto Create Extensions

Automatically create and assign extensions to the synced Google users, allow-
ing them to explore Yeastar PBX's unified communications features through

their extensions.
Single Sign-on (SSO)

Allow the synced Google users to log in to Linkus UC Clients using their
Google credentials, eliminating the need to remember separate login pass-
words and simplifies user access.

Integration setup and management

Yeastar P-Series Software Edition integrates with Google Workspace by leveraging Google's
OAuth 2.0 protocol for authenticated and authorized API access, enabling access to user
data within your organization in a secure manner.
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For more information about the integration's setup and management, refer to the follow-
ings:

Integration setup

The integration requires minimal configuration. You only need to complete the
following configurations on Google and PBX sides:

1. Create resources and credentials on Google side.
« Create a Google Cloud project to isolate the integration environ-
ment.
 Enable Admin SDK API to allow access to user data within the or-
ganization via API.
« Configure OAuth consent to customize the branding information
to be displayed when authorizing the integration.
- Create a web application and obtain access credentials to authen-
ticate Yeastar PBX to access user data within the organization.
2. Fill in the obtained access credentials on PBX side.

For more information, see Integrate Yeastar P-Series Software Edition with
Google Workspace.

Post-integration setup

After the integration is implemented, you should configure PBX to enable
Google users to access PBX's unified communications features.

For more information, see Synchronize Users from Google Workspace to
Yeastar P-Series Software Edition and Allow Users to Log in to Linkus UC
Clients with Google SSO.

Integration management

Manage the integration as needed, following the topics below:

 Schedule Automatic User Synchronization

« Manually Perform User Synchronization

« Update Client Secret for Google Workspace Integration
» Pause Google Workspace Synchronization

« Disable Google Workspace Integration

« Disconnect Google Workspace Integration




Set up Google Workspace Integration

Integrate Yeastar P-Series Software Edition with
Google Workspace

This topic describes how to integrate Yeastar P-Series Software Edition with Google Work-
space.

Requirements
Platform Requirement
Google « Edition: Business or Enterprise edition
Workspace
Yeastar PBX » Firmware: Version 83.19.0.22 or later
* Plan: Enterprise Plan or Ultimate Plan
* Network:

o Well configured with Yeastar FQDN or Public IP (NAT)

Note:
If you want to implement Google Single Sign-on (SSO),
you MUST set up Yeastar PBX with Yeastar FQDN,
Yeastar Domain, or External Host, as IP address can't be
used as the SSO redirect URI due to Google restriction.

o

Accessible to Google service

e Tip:

You can verify network connectivity using PBX's inbuilt IP
Ping feature (Path: Maintenance > Troubleshooting >
IP Ping):



https://help.yeastar.com/en/p-series-software-edition/administrator-guide/yeastar-fqdn-overview.html
https://help.yeastar.com/en/p-series-software-edition/administrator-guide/configure-network-for-remote-access-by-a-yeastar-domain-name.html
https://help.yeastar.com/en/p-series-software-edition/administrator-guide/configure-network-for-remote-access-by-a-domain-name.html
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Platform Requirement

e © Security v Maintenance / Troubleshooting
X Maintenance = Ethernet Capture Tool Port Monitor Tool IP Ping Tracerout
Upgrade
2 5
Backup and Restore
Reboot
Reset
Operation Logs start...
PING www.google.com (142.250.196.228): 56 data bytes
Troubleshooting 64 bytes from 142.250.196.228: seq=0 ttl=55 time=26.090 ms
64 bytes from 142.250.196.228: seq=1 ttl=55 time=25.991 ms
System Logs

Step 1. Obtain Redirect URIs from Yeastar PBX

Obtain redirect URIs from Yeastar P-Series Software Edition, which are required for the sub-
sequent configuration in Google Workspace.

1. Access the configuration page of Google Workspace integration.

@ Integrations .
Integrations / Collaboration

Collaboration
CRM Microsoft Teams

By integrating PBX with Microsoft Teams, users can access Linkus Web Client from within Teams app to make calls, check contacts information, & User Guide
and more, streamlining the workflow.

PMS

Speech to Text Microsoft Outlook

@i
Helpdesk

Integrate the PBX with Microsoft Outlook to receive call popups from your Outlook contacts and benefit from clickto-call, call journal, and more & User Guide
AMI features.
API
Database Grant ﬁ Google SSO

J User data can be synchronized to the PBX as needed and kept up to date. Extensions can log in to the Linkus client using User Guil
Linkus SDK

Google Workspace single sign-on (SSO).

a. Log in to PBX web portal, go to Integrations > Collaboration.
b. On the right of Google SSO, click Integrate.
2. In the App Registration section, select and note down the following redirect URIs.

App Registration

* *

https://yeastardocs.ras.yeastar.com/api/v1.0/collaboration/google_callback https://yeastardocs ras.yeastar.com/login @ X
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« Redirect URI: The URL to which you are redirected after the integration authen-
tication is completed.

» Client SSO Redirect URI: The URL via which users can sign in to Linkus UC
Clients using their Google credentials.

0 Important:
Do NOT select the public IP, as IP address can't be used as the SSO

redirect URI due to Google restriction.

Step 2. Create resources and credentials in Google Workspace

Create a Cloud project for the integration and configure the required API settings using a su-
per admin account.

1. Create a dedicated Cloud project under your organization.
a. Log in to Google Cloud console, search Create a Proj ect and select it from
the search results.

Create a Project

SEARCH RESULTS

@ Createapropa
1AM & Adr
Manage Resources

1AM & Admin

ct| Google Distributed Cloud air-gapped
reate a new project - In the navigation menu, click Projects.

project | Google Distributed Cloud Hosted ...
eate a new project - I the navigation menu, click Projects.

Google Cloud APIs
Google Enterprise API

Create a project | Google Distributed Cloud air-gapped
I lets you

Create your first project | Google Distributed Cloud Sandbox
Create a project - In the navigation menu, click Projects. - Click.

Createa
Interactive

Create a Google Cloud budget for your project
Interactive Tutorial

b. Set up the project, then click Create.


https://console.cloud.google.com/
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New Project

Project name *
r Yeastar-Demo ®@

Project ID: yeastar-demo-456305. It cannot be changed later. Edit

= Organization *
yeastar.com v @

Select an organization to attach it to a project. This selection can't be changed later.

= Location *
Bh yeastar.com Browse

Parent organization or folder

» Project name: Enter a name to help you identify the project.
- Organization: Select an organization to associate with the project.
» Location: Select an organization to associate with the project.
2. Enable Admin SDK API in the Cloud project to allow access to user data within the or-
ganization via API.
a. In the search bar, search Admi n SDK API and select it from the search results.

Admin SDK API X  Q Search

SEARCH RESULTS
Admin SDK API
= Google Enterprise API

Google Workspace Admin SDK | Integration Connectors
‘The Google Workspace Admin SDK connector lets you perform...

Cloud Run Admin API
A machine-readable specification fo

Accessing the Admin AP - App E
To complete the following task, you must be an owner of the.

APIs and Reference | App Engine Admin API
Reference documentation for the Admin API REST API. RPC API.

RabbitMQ on Ubuntu 24.04
T Cloud Infrastructure Services

Introduction to the Admin Auth AP! - Identity Platform
‘The Firebase Admin SDK provides an AP for managing your...

Cloud Identity
Google Enterprise AP

Titan Managed File Transfer for Windows
T South River Technologies, Inc.

Trying Out the Admin API | App Engine ...
There are two options for trying out the Admin AP, either the.

b. Click ENABLE.
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&* Yeastar-Demo

Google Cloud

& Product details

Admin SDK API

Google Enterprise API

Manage Google Workspace account resources and audit usage.

TRY THIS API [2

3. Configure OAuth consent screen to customize branding information, which will be dis-
played when you authorize access to an application (which will be created later).
a. In the search bar, search Br andi ng and select it from the search results.

X  Qsearch

Branding
Google Auth Platform

Catalogs
< App Design Center

Templates
< App Design Center

Method: projects.brandslist | Identity-Aware Proxy
Lists the existing brands for the project. HTTP request GET.

Applications
App Design Center

TITAN Live SD
T ATEME
a  App Design Center
" Solutions

Admin settings - Private Label | Looker

Inthe Looker Admin panel, the Private Label page lets you load
Method: projects.brands.create | Identity-Aware Proxy
Constructs a new OAuth brand for the project if one does no.

Method: projects.brands.identityAwareProxyClients list
Lists the existing clients for the brand. HTTP request GET.

b. Click Get Started.
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Branding

Google Auth Platform not configured yet
Get started to configure your application's identity and manage credentials
for calling Google APIs and Sign-in with Google. Learn more 2

c. Follow the wizard to complete the settings below.
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©® App Information

App name *

Yeastar

The name of the app asking for consent

= User support email *
demo@yeastar.com v

For users to contact you with questions about their consent. Learn more [4

Next

© Audience
@ Internal | (@

Only available to users within your organization. You will not
need to submit your app for verification. Learn more about user
type @

O External (@

Available ta any test user with a Google Account. Your app will
start in testing mode and will only be available to users you add
to the list of test users. Qnce your app is ready to push to
production, you may need to verify your app. Learn more about
user type @

Next

© Contact Information

Email addresses *
demo@yeastar.com @

These email addresses are for Google to notify you about any changes to your
project.

Next

O Finish
| agree to the Google API Services: User Data Policy. 4
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4. Create a web application and obtain access credentials to authenticate Yeastar PBX
to access user data within the organization.
a. Click Create OAuth client.

OAuth Overview

Metrics

@  Youhavenit configured any OAuth clients for this project yet. Create OAuth client

Project Checkup

@  Noproject health recommendations found for your project. ‘ Learn more about OAuth 2.0 Policies (2

b. In the Application type drop-down list, select Web application.

&  Create OAuth client ID

A client ID is used to identify a single app to Google's QAuth servers. If your app
runs on multiple platforms, each will need its own client ID. See Setting up OAuth
2.0 2 for more information. Learn more [ about OAuth client types.

Application type *
Web application

c. In the Name field, enter a name to help you identify the application.

Name *
PBX-Integration

The name of your OAuth 2.0 client. This name is only used to identify the client in the
console and will not be shown to end users.

The domains of the URIs you add below will be automatically added
to your OAuth consent screen as authorized domains (2.

d. In the Authorized redirect URIs section, add the redirect URIs that you have
obtained from Yeastar P-Series Software Edition.

Important:
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Do NOT add the public IP, as IP address can't be used as the SSO redi-
rect URI due to Google restriction.

Authorized redirect URIs @

For use with requests from a web server

URIS 1 *
https://yeastardocs.ras.yeastar.com/api/v1.0/collaboration/google_c:

URIs 2 *
https://yeastardocs.ras.yeastar.com/login

+ Add URI

e. Click Create.

Access credentials are created and displayed in the pop-up window.
f. Copy and note down the client ID and client secret, which are required for the
subsequent configuration in Yeastar PBX.
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OAuth client created

The client ID and secret can always be accessed from Credentials in

APls & Services

OAuth access is restricted to users within your

organization unless the OAuth consent screen is published

and verified

Client ID

171554435638-
A071810Th v —. —

PrP———— -

[u}

Client secret

GOCSPX-
DzXvaBlyx

- el o

D

Creation date

Status

¥ Download JSON

Note:

OAuth client created

APIs & Services.

‘The client ID and secret can always be accessed from Credentials in

© OMhacessisresvtediouserswitingr ClientID

April 9, 2025 at 4:01:41 PM GMT+8
@& Enabled

PBX-Integration

171550435638

and verified

a021819rh

¥ Download JSON

Client ID 171554435638
——————

— g =

4020810rhi

OK

If you don't see the client secret, click Download JSON to get the cre-
dentials, or refer to the instructions below.

Client secret

Creation date
Status @ Ensbled

¥ Download JSON

‘April 12, 2025 a1 2:50:53 PM GMT+8

Step 3. Connect Yeastar PBX and Google Workspace

Enter the obtained client ID and client secret into Yeastar PBX to implement the integration.

1. Access the configuration page of Google Workspace integration.
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@ Integrations .
Integrations / Collaboration

Collaboration

CRM ° Microsoft Teams

m By integrating PBX with Microsoft Teams, users can access Linkus Web Client from within Teams app to make calls, check contacts information, & User Guide
Helpdesk and more, streamlining the workflow.
PMS
Speech to Text Microsoft Outlook

ﬁ Integrate the PBX with Microsoft Outlook to receive call popups from your Outlook contacts and benefit from click-to-call, call journal, and more & User Guide
AMI features.
API
Database Grant ﬁ Google SSO

a User data can be synchronized to the PBX as needed and kept up to date. Extensions can login to the Linkus client using & User Gui @ Integrate
Linkus SDK

Google Workspace single sign-on (SSO).

a. Log in to PBX web portal, go to Integrations > Collaboration.
b. On the right of Google SSO, click Integrate.

2. In the Certificates & Secrets section, paste the credentials that you have obtained
from Google Workspace.

Certificates & Secrets

171554435638-4021819th &

3. Click Save.

You are redirected to the Google sign-in page.
4. Sign in to your Google Workspace super admin account and authorize the web appli-
cation to access user data within your organization.
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G sign in with Google

Choose an account ~ Demo

¥ demo@yeastarcom

to continue to Yeastar
® Use another account

English (United States) ~ ~ Help  Privacy  Terms

G Sign in with Google

This will allow Yeastar to:

Yeastar wants to access your
Goog |e ACCOU nt ® View group subscriptions on your domain

@ View organization units on your domain

€ demo@yeastar.com ) .
@ View groups on your domain

[CECHCNC]

® Seeinfo about users on your domain

Make sure you trust Yeastar

@ Learn why you're not seeing links to Yeastar's Privacy Policy or
Terms of Service

Review Yeastar's Privacy Policy and Terms of Service to understand how
Yeastar will process and protect your data.

To make changes at any time, go to your Google Account.

Learn how Google helps you share data safely.

( Cancel Allow

5. On PBX web portal, click OK to close the dialog box.

Collaboration X

©@ Data initialization succeeded. You can configure synchronization rules
and enjoy advanced features now.

v OK
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Result

The status of the integration displays Connected, indicating that the PBX is successfully
connected to your Google Workspace.

@ yeastar.com Integration

Basic d Update Client Secret

® Connected

What to do next

Synchronize Users from Google Workspace to Yeastar P-Series Software Edition.

Synchronize Users from Google Workspace to Yeast-
ar P-Series Software Edition

After integrating Yeastar P-Series Software Edition with Google Workspace, you need to
synchronize Google user accounts to Yeastar PBX and assign them extensions, so that the
users can engage in business communications using their office extensions.

Introduction

Before you begin, read the following information on the supported number and scope of
user synchronization.

Number of users supported for synchronization

The number of users that can be synchronized from Google Workspace de-
pends on the number of extensions that PBX system can create.

Scopes of user for synchronization

Yeastar PBX allows you to flexibly define the synchronization scope for
Google users. Refer to the following table for more details.

Synchroniza

Description Instruction

tion scope

Synchronize all users  Synchronize all users within the = Synchronize all Google
organization, regardless of their users to Yeastar PBX
status.




Google Workspace Integration Guide | 2 - Set up Google Workspace Integration | 17

Synchroniza

Description Instruction

tion scope

Extensions will be automatically
created and associated with the
synced users based on your
assignment rule.

Synchronize Synchronize users from specific = Synchronize Google users
users in specific organizational unit(s), excluding in specific organizational
organizational unit deleted users. unit to Yeastar PBX

Extensions will be automatically
created and associated with the
synced users based on your
assignment rule.

Synchronize users in  Synchronize users from specific = Synchronize Google users
specific group group(s), excluding deleted in specific group to Yeastar
users. PBX

Extensions will be automatically
created and associated with the
synced users based on your
assignment rule.

Synchronize specific  Synchronize manually selected  Synchronize specific
users users, excluding archived and Google users to Yeastar
deleted users. PBX

You need to assign extensions
manually for the synced users.

Note:
This requires you to
create extensions
in advance before
you set up user
synchronization from
Google Workspace.

Synchronize all Google users to Yeastar PBX

1. Access the configuration page of user synchronization.
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X Maintenance v

S @ & k- @ Information eadmmv
% Integrations -
Integrations / Collaboration / Google SSO Disconnect

Collaboration
User Synchronization

CRM ° v
Helpdesk

All Users
PMS
Speech to Text Assign Automatically 1000
AMI

Deleted X
API

Auto associate Extensions with the Users that share the same email address
Database Grant

Send Welcome Email automatically after an extension is created
Linkus SDK

a. Log in to PBX web portal, go to Integrations > Collaboration.
b. Scroll down to the User Synchronization section.
2. In the User Range for Extension Auto Creation drop-down list, select All Users.

@ User Synchronization

All Users

3. Set up extension assignment policies to define how the synced Google users are as-
sociated with PBX extensions.

* *
Assign Automatically 1000

*

Deleted X

Auto associate Extensions with the Users that share the same email address

a. In the User's Extension Number drop-down list, select a rule for assigning ex-

tensions.
Item Description
Assign Automatically Assign extension numbers from a specific starting

number.

If you select this option, you need to specify a starting
number in the Start Extension Number from field.

Read Specific Property Value Assign extension numbers based on the value of a
specific user account property.
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Description

If you select this option, you need to specify a property
name in the Property Name field.

Example: externallds.#(type=="organization").value

b. In the Delete the Extension when its associated user account is drop-
down list, select the account status(es) at which PBX will stop synchronizing the
users, and delete their associated extensions.

Deleted x

Suspended
Archived

Deleted Vv

c. In the Auto associate Extensions with the Users that share the same
email address option, set whether to synchronize the Google users who have
the same email addresses as existing extensions.

« If selected, the users with same mailboxes will be synchronized to PBX
and associated with the existing extensions.

The extensions' user information will be overwritten by that of the users.
« If unselected, the users with same mailboxes will NOT be synchronized to
PBX, as Yeastar PBX does NOT allow duplicated email addresses.
4. If you want to send Linkus Welcome Email to the synced users, select the checkbox of
Send Welcome Email automatically after an extension is created.
5. Click Save.
PBX will perform the initial user synchronization immediately. When the synchroniza-
tion is completed, the followings are achieved:
« A notification banner appears to show the synchronization result.

@ User Synchronization

21 users have been synced to the PBX Extension directory.

« All Google users are synchronized to the PBX and assigned extensions (Path:

P d
Extension and Trunk > Extension). These extensions are marked with &7,
and can NOT be deleted from PBX.
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@ Dashboard

Extension and Trunk / Extension
nk
B Function Keys Template
Online Status Presence Extension Number Caller 1D Name User Role Mobile Number Operati 4

° 1000 2
° 1001 2z
© A 1002 2
° 1008 Dave H, z
© A 100: K) Kistin Hal 2
° 100 D) reosal 2
° 1006 Naomi Nichol 2
© A 1007 B) hillp Hutt 2
° 1008 T) Terell smith 2
© A 1009 T Troy Daniel 2

Note:

The First Name, Last Name, Email Address, Mobile Number, and

Job Title of these extensions are synchronized from Google. There-
fore, they can only be updated in Google, and the changes will be re-
flected to the PBX during a synchronization.

Synchronize Google users in specific organizational unit to Yeastar PBX

1. Access the configuration page of user synchronization.

X Maintenance

% Integrations

Collaboration

CRM

Helpdesk

PMS

Speech to Text

AMI

API

Database Grant

Linkus SDK

S @ & AP @ momaton (@) adminv

Integrations / Collaboration / Google SSO Disconnect
@ User Synchronization
All Users
Assign Automatically 1000

Deleted
Auto associate Extensions with the Users that share the same email address

Send Welcome Email automatically after an extension is created

a. Log in to PBX web portal, go to Integrations > Collaboration.
b. Scroll down to the User Synchronization section.
2. Set the system to synchronize users from specific organizational unit(s).

Users in Specific Organizational Unit support X
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a. In the User Range for Extension Auto Creation drop-down list, select Users
in Specific Organizational Unit.

b. In the Organizational Units drop-down list, select one or more organization
units.

3. Set up extension assignment policies to define how the synced Google users are as-
sociated with PBX extensions.

a. If you want the system to automatically delete the extensions associated with
out-of-sync Google users, select the checkbox of Auto delete the Extensions
no longer in sync.

Note:
This helps automatically remove unused extensions when the user syn-
chronization scope changes.

b. In the User's Extension Number drop-down list, select a rule for assigning ex-

tensions.
Item Description
Assign Automatically Assign extension numbers from a specific starting

number.

If you select this option, you need to specify a starting
number in the Start Extension Number from field.

Read Specific Property Value = Assign extension numbers based on the value of a
specific user account property.

If you select this option, you need to specify a property
name in the Property Name field.

Example: externallds.#(type=="organization").value

c. Inthe Delete the Extension when its associated user account is drop-
down list, select the account status(es) at which PBX will stop synchronizing the
users, and delete their associated extensions.
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Deleted *

Suspended
Archived

Deleted v

d. In the Auto associate Extensions with the Users that share the same

email address option, set whether to synchronize the Google users who have
the same email addresses as existing extensions.
« If selected, the users with same mailboxes will be synchronized to PBX
and associated with the existing extensions.

The extensions' user information will be overwritten by that of the users.
« If unselected, the users with same mailboxes will NOT be synchronized to
PBX, as Yeastar PBX does NOT allow duplicated email addresses.
4. If you want to send Linkus Welcome Email to the synced users, select the checkbox of
Send Welcome Email automatically after an extension is created.

5. Click Save.
PBX will perform the initial user synchronization immediately. When the synchroniza-
tion is completed, the followings are achieved:
« A notification banner appears to show the synchronization result.

@ User Synchronization

10 users have been synced to the PBX Extension directory.

« Google users in the specified organizational unit(s) are synchronized to the PBX
and assigned extensions (Path: Extension and Trunk > Extension). These ex-

tensions are marked with G and can NOT be deleted from PBX.
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@ Dashboard Extension and Trunk / Extension

5] Linkus Server 5 Function Keys Template
Online Status Presence Extension Number Caller 1D Name User Role Mobile Number Operati 4
° 1000 2
°© 1001 V4
Trunk
© A 1002 2
Rol
°© 1003 Dave Hi 2
© A 1004 K) ristin ale 2
° 100 D Leosal 2
1t CallControl
° 1006 Naomi Nichols 2
W Call Features
© A 1007 B) hillp Hutt 2
@ Messaging
° 1008 T) Terell smith 2
B PBxSettings
o A 1009 T Troy Daniel ra

Note:
The First Name, Last Name, Email Address, Mobile Number, and
Job Title of these extensions are synchronized from Google. There-

fore, they can only be updated in Google, and the changes will be re-
flected to the PBX during a synchronization.

Synchronize Google users in specific group to Yeastar PBX

1. Access the configuration page of user synchronization.

X Maintenance v = S ® & P @ information eadmmv
% Integrations ~
Integrations / Collaboration / Google SSO Disconnect
Collaboration
User Synchronization
CRM o v
Helpdesk
All Users
PMS
Speech to Text Assign Automatically 1000
AMI
Deleted
API

Auto associate Extensions with the Users that share the same email address
Database Grant

Send Welcome Email automatically after an extension is created
Linkus SDK

a. Log in to PBX web portal, go to Integrations > Collaboration.
b. Scroll down to the User Synchronization section.
2. Set the system to synchronize users from specific group(s).

Users in Specific Group Support X
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a. In the User Range for Extension Auto Creation drop-down list, select Users
in Specific Group.
b. In the Group drop-down list, select one or more groups.

3. Set up extension assignment policies to define how the synced Google users are as-
sociated with PBX extensions.

a. If you want the system to automatically delete the extensions associated with
out-of-sync Google users, select the checkbox of Auto delete the Extensions
no longer in sync.

Note:
This helps automatically remove unused extensions when the user syn-
chronization scope changes.

b. In the User's Extension Number drop-down list, select a rule for assigning ex-

tensions.
Item Description
Assign Automatically Assign extension numbers from a specific starting

number.

If you select this option, you need to specify a starting
number in the Start Extension Number from field.

Read Specific Property Value = Assign extension numbers based on the value of a
specific user account property.

If you select this option, you need to specify a property
name in the Property Name field.

Example: externallds.#(type=="organization").value

c. Inthe Delete the Extension when its associated user account is drop-
down list, select the account status(es) at which PBX will stop synchronizing the
users, and delete their associated extensions.

Deleted *

Suspended
Archived

Deleted v



Google Workspace Integration Guide | 2 - Set up Google Workspace Integration | 25

d. In the Auto associate Extensions with the Users that share the same

email address option, set whether to synchronize the Google users who have
the same email addresses as existing extensions.

If selected, the users with same mailboxes will be synchronized to PBX
and associated with the existing extensions.

The extensions' user information will be overwritten by that of the users.
If unselected, the users with same mailboxes will NOT be synchronized to
PBX, as Yeastar PBX does NOT allow duplicated email addresses.

4. If you want to send Linkus Welcome Email to the synced users, select the checkbox of
Send Welcome Email automatically after an extension is created.

5. Click Save.

PBX will perform the initial user synchronization immediately. When the synchroniza-
tion is completed, the followings are achieved:
« A notification banner appears to show the synchronization result.

@ User Synchronization

10 users have been synced to the PBX Extension directory.

« Google users in the specified group(s) are synchronized to the PBX and as-
signed extensions (Path: Extension and Trunk > Extension). These exten-

sions are marked with G and can NOT be deleted from PBX.

Extension and Trunk / Extension

Online Status Presence Extension Number Caller ID Name User Role Email Address Mobile Number

g
<

1008 T) Terrell Smitn

AN A M M M M DM DM DMDZS

1009 T) Troy Daniel

Note:
The First Name, Last Name, Email Address, Mobile Number, and

Job Title of these extensions are synchronized from Google. There-
fore, they can only be updated in Google, and the changes will be re-
flected to the PBX during a synchronization.
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Synchronize specific Google users to Yeastar PBX

1. Access the configuration page of user synchronization.

X Maintenance

% Integrations

Collaboration

CRM

Helpdesk

PMS

Speech to Text

AMI

API

Database Grant

Linkus SDK

© @ & P @ momaton (@) adminv

Integrations / Collaboration / Google SSO Disconnect

@ User Synchronization

All Users

Assign Automatically 1000

Deleted

Auto associate Extensions with the Users that share the same email address

Send Welcome Email automatically after an extension is created

a. Log in to PBX web portal, go to Integrations > Collaboration.
b. Scroll down to the User Synchronization section.
2. Set the system to synchronize specific users and manually assign extensions to the

users.

@ User Synchronization

Specific Users

Auto delete the Extensions no longer in sync

Search Users by Organizational Unit

(1) Select users to synchronize to the PBX in the Search Resuit List
(2) Inthe Synchronization List, associate the selected users with extensions, and the PBX will sync their user information accordingly.

Search Result List Synchronization List

@& Synchronize to PBX

L] User
anna(@ursatek.com

ashley@ursatek.com

Search Result List

User
anna@ursatek.com
ashley@ursatek.com

Sync Status

Unsynchronized

Unsynchronized

hronization List

* Associate with Extension

Operations
1000-1000 &
1001-1001 &

a. In the User Range for Extension Auto Creation drop-down list, select Specif-

ic Users.
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b. In the Search Criteria drop-down list, set whether to search users by organiza-
tional unit or by group. Then specify the target unit or group, and click Search
Users.

Users that match the selected criteria are listed in the search results.

c. In the Search Result List section, select the checkboxes of the desired users,
then click Synchronize to PBX.

d. In the Synchronization List, select an extension from the drop-down list to as-
sociate with the user.

Note:

In case you want to cancel syncing a selected Google user, proceed as
follows:

@ Are you sure to disassociate the extension with
the user? Once confirmed, the PBX will no longer
synchronize this user's information.

=X-Eancel)- IV

3. Set up extension management policies to define how to handle the extensions asso-
ciated with Google users when the user synchronization scope or user account status
changes.
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@ User Synchronization

Specific Users

Auto delete the Extensions no longer in sync

Search Users by Organizational Unit

(1) Select users to synchronize to the PBX in the Search Result List.
(2) In the Synchronization List, associate the selected users with extensions, and the PBX will sync their user information accordingly.

Search Result List Synchronization List

User * Associate with Extension Operations
anna@ursatek.com 1000-1000 2
ashley@ursatek.com 1001-1001 o)

Total: 2 [ 1 ‘ 20/ page

a. If you want the system to automatically delete the extensions associated with
out-of-sync Google users, select the checkbox of Auto delete the Extensions
no longer in sync.

Note:

This helps automatically remove unused extensions when the user syn-
chronization scope changes.

b. In the Delete the Extension when its associated user account is drop-
down list, select the account status(es) at which PBX will stop synchronizing the
users, and delete their associated extensions.

4. If you want to send Linkus Welcome Email to the synced users, select the checkbox of
Send Welcome Email automatically after an extension is created.
5. Click Save.
PBX will perform the initial user synchronization immediately. When the synchroniza-
tion is completed, the followings are achieved:
« A notification banner appears to show the synchronization result.

@ User Synchronization

10 users have been synced to the PBX Extension directory.
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« The specified Google users are synchronized to PBX and assigned extensions
(Path: Extension and Trunk > Extension). These extensions are marked with

3, and can NOT be deleted from PBX.

@ Dashboard Extension and Trunk / Extension

Online Status Presence Extension Number Caller ID Name User Role Email Address Mobile Number

g
<

1006 Naomi Nichols

B) phillp Huft

1008 T) Terrell Smitn

N A M A M M DM DMDMDZS

1009 T) Troy Daniel

Note:
The First Name, Last Name, Email Address, Mobile Number, and
Job Title of these extensions are synchronized from Google. There-

fore, they can only be updated in Google, and the changes will be re-
flected to the PBX during a synchronization.

What to do next

If you want to allow the synced users to log in to Linkus UC Clients using their Google ac-
counts, you need to configure the Single Sign-on (SSO) feature.

For more information, see Allow Users to Log in to Linkus UC Clients with Google SSO.

Allow Users to Log in to Linkus UC Clients with
Google SSO

After synchronizing users from Google Workspace to Yeastar P-Series Software Edition, you
can enable the Single Sign-on (SSO) feature, allowing the synced users to log in to Linkus
UC Clients using their Google credentials.

Prerequisites

» You have integrated Yeastar P-Series Software Edition with Google Workspace.
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» You have synchronized users from Google Workspace to Yeastar P-Series Software
Edition.

Procedure

1. Log in to PBX web portal, go to Integrations > Collaboration.
2. Scroll down to the Single Sign-on (SSO) section, then turn on the switch.

@ Single Sign-on (SSO)

Client SSO Redirect URI field displays the URL via which users can log in to Linkus
UC Clients using their Google credentials.

sk

| https://yeastardocs.ras.yeastar.com/login @ X

Note:

Make sure the Client SSO Redirect URI is added to the Google application.

3. Click Save.

Result

The synced users can directly log in to Linkus UC Clients using their Google credentials.

What to do next

Instruct users on how to log in to Linkus UC Clients using their Google credentials.

Client Instruction

Linkus Mobile Client 1. Upgrade Linkus Mobile Client.
« For Linkus iOS Client: Version 5.14.3 or later
« For Linkus Android Client: Version 5.14.4 or later
2. In the SN/Domain field, enter the PBX address that is allowed for
Google SSO.
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Client Instruction

14:32 @

q

9
3

=

0
7¢ Yeastar

yeastardocs ras.yeastar.com |

Custom Settings

Forgot Password?

~
3. Tap &7, and sign in with Google credentials.

14:32 @

a

9
El

&

0
7¢ Yeastar

yeastardocs.ras.yeastar.com

Custom Settings

Forgot Password?

1. Upgrade Linkus Desktop Client to version 1.12.4 or later.
2. In the Domain field, enter the PBX address that is allowed for

Google SSO.

Linkus Desktop Client
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Linkus Web Client

[@) Linkus Desktop Client

- (m]

: . @
Linkus Desktop Client
Welcome

Q

& @

@ yeastardocs.ras yeastar.com @

Auto Login Forgot Password?

One-Click Login

Help | Free Trial

o~
3. Click &7, and sign in with Google credentials.

| [B) Linkus Desktop Client

- O X
. . @
Linkus Desktop Client
Welcome
Q
& @
@ yeastardocs.ras.yeastar.com @&

Auto Login

Forgot Password?

One-Click Login

Help | Free Trial

1. Access Linkus Web Client using the PBX address that is allowed for

Google SSO.

~
2. Click &7, and sign in with Google credentials.
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v e x
€ 5 C @ | hitps//yeastardocs.rasyeastar.com/login 6 @ ¥ A O
.0
7¢ Yeastar engn

P-Series Software Edition

Welcome to Yeastar P-Series PBX System

[ ]

Forgot Password?

@



Manage Google Workspace Integration

Schedule Automatic User Synchronization

By default, Yeastar P-Series Software Edition automatically performs user synchronization
at 00:30 everyday. You can customize the automatic synchronization schedule to synchro-
nize users from Google Workspace to Yeastar P-Series Software Edition at a specified time.

Procedure

1. Log in to PBX web portal, go to Integrations > Collaboration.
2. In the Basic section, select the data synchronization frequency and set a specific
time.

Note:

It's recommended to schedule synchronization during non-office hours.

@ yeastar.com Integration

Basic & Update Client Secret

| 00:30

Daily
Weekly

3. Click Save.

Result

The PBX system will automatically perform periodic synchronizations according to the
schedule.
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Manually Perform User Synchronization

In case you want to immediately apply a new synchronization rule or update the information
changes from Google Workspace to Yeastar P-Series Software Edition, you can manually
start a synchronization.

Procedure

1. Log in to PBX web portal, go to Integrations > Collaboration.
2. In the Basic section, click Update Now.

@ yeastar.com Integration

Basic ¢ Update Client Secret

Daily 00:30

4

Result
The PBX system immediately performs user synchronization once.

Update Client Secret for Google Workspace Integra-
tion

In case you want to replace client secret for the integration, you can follow this topic to pro-
ceed.

Procedure

1. Log in to PBX web portal, go to Integrations > Collaboration.
2. At the top-right of the Basic section, click Update Client Secret.
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@ yeastar.com Integration

Basic & Update Client Secret

e Connected

3. In the pop-up window, do as follows:

Update Client Secret X

Please enter the new secret.

sk

GOCSP @

a. In the Client Secret field, paste the new client secret.
b. Click Save.

Pause Google Workspace Synchronization

If you want to prevent the synced user data from being overwritten by the updates from
Google Workspace, you can temporarily put the sync on hold. This topic describes how to
pause the user synchronization from Google Workspace.

Procedure

1. Log in to PBX web portal, go to Integrations > Collaboration.
2. In the User Synchronization section, turn off the switch.

User Synchronization

3. Click Save.
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4. In the pop-up window, do as follows:

Disable User Synchronization Integration X

Are you sure to disable User Synchronization integration? Once it is
disabled, the previous data synced will be kept by default and does not
support manual editing or deletion. Or you can choose to:

Delete the PBX extensions in sync with the Users

a. If you want to delete the PBX extensions associated with the synced users, se-
lect the checkbox of Delete the PBX extensions in sync with the Users.
b. Click Confirm to proceed.

Result

« The user synchronization is paused.

» The settings of User Synchronization remain and can not be edited.

« If you choose to retain the associated PBX extensions, you can NOT update the user
information of the extensions or delete the extensions.

Disable Google Workspace Integration

If there is a fix ongoing, and you might need to turn off the integration for troubleshooting,
you can suspend the Google Workspace integration instead of disconnecting it. This topic
describes how to disable the Google Workspace integration temporarily without losing the
existing configurations.

Procedure

1. Log in to PBX web portal, go to Integrations > Collaboration.
2. On the top of the integration page, turn off the switch.
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yeastar.com Integration

Basic

® Connected

3. Click Save.
4. In the pop-up window, do as follows:

Disable yeastar.com Integration X

Are you sure 1o disable yeastar.com integration? Once it is disabled, the
previous data synced will be kept by default and does not support manual
editing or deletion. Or you can choose to:

Delete the PBX extensions in sync with the Users

a. If you want to delete the PBX extensions associated with the synced users, se-
lect the checkbox of Delete the PBX extensions in sync with the Users.
b. Click Confirm to proceed.

Result
« The Status displays "Disable’, indicating that the integration is suspended.

Basic

e Disable

« The integration configurations remain and can not be edited.
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» The synced users can NOT log in to Linkus UC Clients using their Google credentials
for now.

Disconnect Google Workspace Integration

If you want to integrate with another directory, you need to disconnect the current Google
Workspace integration first. This topic describes how to disconnect the integration.

Procedure

1. Log in to PBX web portal, go to Integrations > Collaboration.
2. At the top-right of the integration page, click Disconnect.

Integrations / Collaboration / Google SSO Disconnect

@ yeastar.com Integration

3. In the pop-up window, do as follows:

Disconnect X

Are you sure to disconnect from yeastar.com Integration? If you need to
clean up the synced data, you can choose to:

Delete the PBX extensions in sync with the Users

a. If you want to delete the PBX extensions associated with the synced users, se-
lect the checkbox of Delete the PBX extensions in sync with the Users.

b. Click Confirm to proceed.

Result

The Google Workspace integration is disconnected.
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